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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an information 
recording apparatus and reproducing devices that can 
effectively exclude utilization of illegal contents. 
SOLUTION: The recording medium of this invention 
stores secret information whose write/read method is 
difficult for its analysis and that can be read only by a 
special read method, and the secrete information is used 
for an encryption key for encryption or decoding 
processing of contents in recording or reproducing 
contents such as music data image data to/from the 
recording medium. The secret information is e.g. a 
stamper ID, and the stamper ID as the secrete 
information, a master key and a medium key or the like 
distributed through key distribution configuration of a 
tree structure are used to generate an encryption 
processing key for contents. Thus, a special read 
method as to the secret information can be performed 
and only a legal device to which the key is distributed 
through the key distribution configuration of a tree 
structure can utilize contents. 
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J&**5 h?J£ 2 itm^^JICt 9 S3. LTeSfE* 

#^aSrSlfft5«^Srlri-5 r t t 1-5. 
[003 6] § *HK©]f S^HSw-HJfeU 

[0 0 3 7] Sfcfc, #$S«©!&3©flliIifi, fBftttfr 
E&#ffi[cfc5„ 

[00 3 8] $ fete, *38W©t«fBft*ft©-iatll 
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[0039] $ etc, *^Bj©tt nmmm-mmm 

4E»¥lk^oft«i«iaSrff 4h>-f , . MEnt-^agBrt 

[0040] $ p>k, ^tttioflME^so-jam 
tut^r, frffiiifF^tea^xyytt, ituEsmtam 

£y-7£U £#tf££y~K£LT&/-h\ y-7 
CH^o^-SrSaSLfcBSy JJ HSit©/- K*- Sr 
TffiWI © J - K*-4 fett y -7 *-©'>£ < £ t v * 

(EKB) tioTHfrprBg/ir-^T-feSCtSr^fc 
[004 1] $ fcfc, *»M©tff«Eft*ft©-H»ll 

Bflkj(t#t B*©^ 7*-f 7 *-©V^ hfrXhZ z k 
[0 04 2] $ kfC, *5§B^©« SE®*fe©-*JiS^ 

T-y7£$tsZkm'&k-t-Z> 0 

[0043] $ km, *i8w©ifaEs*j5fe©-iijgji 

- hJ^b/fcS F7^#- h^. hy-ASr#}fig 

t5#^-5ry h^mmmm (ATS) *f«||+5h 
7>-^^-h • * hy-A^a^-rs^^U MElit 

tfei^f'/7"tt 1 MesKflmMum (ats) ohm 

$ itfc 1 &>±.<D'<9- y hfrbftZ7n-y7-7 : —9\ZM-t 
Zft%m-kLX7u y9*~-&£.f&tZXTy7& 
mfEE^^lc^tSfei^r-^wiit^aicfc 
V>TJ4, ME8!^ifai. BffEBf^b^-^fflr-^ 
tMESIf^Jffia (ATS) ^tf^ns/^r-^H 

tmk-tz. 
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[0044] $ e>K % *m<Dffinmmj3m<D-nmm 

*ry wmim^Tv-fxi. 

[oo4 5] $f>[c, *%w<D<a;m%im%m<D-Mmm 
mz&^x. mmmmmm^m^y^ mmn io 

ot»j hxmm £ titer- 9 £mm®m>t>m*ifi 
m*m7-?*nm&Lx®%%n<Dm%&mz 

[oo4 6] *mw<D%4<Dwm\x 
frbm*ft4Li-z>%nw4L*mz.is^x, $&mmmz 

mwm m.^sm^T y^zn^xwrn^bm^ 20 
[0047] $ b\z. ^m<D^m^^m<D-mm 

d x ^TVVWtcWi^xWL^f^^y^vy i d, 30 

[004 8] S *5SWOflMI»4*«fe©-*lfi«S 
ftfeRRttRttttttG^ffftflU* & ©R*K 9 

e*#a^©»*MB«&fffc*>i\ WEflif*«Hi»rt-e 40 

[004 9] $ b\Z. *JBWOffif a»4*ffi©-|Ui5l8 

^tea^atisv^Ttt^isfcixfcswiffflfai:. urns* 



4#Pj§ 2002-84271 
18 • 

B ® / - K * - S tt y - 7 * - < fc V ^Ttvd> 
&Stf*-£J:0i*#ffcLfcfr&{fc*-:/n5^ (ek 
B) ick'DX-g.M-zSMteT-tXhZz.tZW&tt 

[0 0 5 0] £f>£ % *»E«0tt*»4#fe©-3H6|g 

[0051] § e>£, *3sw©flm?f4*ife©-iatii 
[0052] $ e>fc % *5sw©*as4*fe©-niti8 

h y-i*£«$-f£#'^-y McSflrRgJIftft 
(ATS) Sr#lq-t5 h?^**— h • * h!)-A&a 

SOttS (ATS) <DttMZtltzlSk±<D'<y-y hfrbft 
5>y'uy?y : -?\C*ii-Z>\S§%-m~tLX7'vy?* 
-&&&t&x?y7&GZ; RRRRKfrfr&OT*- 
*©ff£&aK:fcv>m RR&RRR*:. buIE«^ 
-ay^r-*fcRfK{B««!lR« (ATS) 
n^7-? H^TOWJPflMR-efc 5-7* vy? K £ £ 

[0 053] $ fefc, *»W©ffif ftSfc&ffiO-S&RR 

nm&tzvy m& 2j§R3RWfc ± •jrslltes 
mmz&mztitzT-fivmz&mzmni-z'mmm 

m# t (omimtm Lxmmmmmim 

[0054] $ *|g^©1f #ff4*)*©-*te^ 
[0 0 5 5] 5 OfflStt. ita^E 

$)5 0 
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[0056] $ *m\<offinvmm&<D-mm ' 
*a4x^>^- 1 d, ztzitm* ommmmcm% 

9&$ttZbZ®Wibt5. 

[0057] $p>ic. *%w<D%6<Dmm\i, timmw 

tar i mwLti-5?v fymmmzhZo 
[oo5 8] £t>\c. t-wmmiommt, mmmw 20 

V r- 9 ©*Wft U flM* £ ft& 5 - 9 m-JBL 9 

XTy7\Zte^X&temftfrt>®*J&.t>tl®%Ztl1t® 

[00 5 9] 

t ©*©*£&*/ttffl L#8©Jj?«r©EIift$?&tiSf$8 
*»6>45ft*S:«»e>i&A/-e*J<. r©EIMIE#fc»UT 

l4E®S££tftT-fci;Lf4LS irtfcjIStefv-CiKflf 

fcSfc©, i: x.ftfe©Bf#ili5SM Lfc i LTk , IE® 
*t#±fc8«tt«J: LT&Irt & fait 7* — 9 tt%±mm 
XZZ e taWicof^c^layfyj'f 

-*©*#fc/«#&s*fT5fc©©fc#»i, wssm 

©*£*tt#t$©»si#BJIfc* 9 , -irdr^. y tV i"< 
[0 0 6 0] ftfc, *38W©»6*Jit«|7©fflifitffi 50 
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at?!l(lt1-5ttflre*>5. Hftl4, CD^FD, MOft 
£*©E»!1# , fcS V M4, * y h V- 9 ft if ©GSJiflc 

[0 0 6 1] ^<Di.ot^n9y^mm\i. =*>t' 
zj.-9 • i/XT-A±Xffife<D=i>t°zi.~-9 • 
©*if&£l£?|-t-5fc*©, • 7"n/7ivt 

WAtoGM#9M£ti s *HW©ftfe©fi!lffit^©^ 

[0 0 6 2] #$gli©£ t>fdffi,©B#j, IWWflMtitt, 
a*1-5**W©H««^t6#1-5SliiiK:S-3< i OP 
H04SJ?] fc «t o T W e>i» t * 5 T-fc6 ? 0 

[0 0 6 3] 

l*W©£fli©#t8] [-WtAK] H i ft, *hk 
Srifffl LfcfH^S4^M 1 0 0 
py*B"Cifc3 0 KISS £gtt 1 0 0 14, Affl^I/F 
(Interface) 120, MP EG (Moving Picture Experts 

Group) a—xy^ 130, A/D, D/A^y^-^ 
1 4 1 imttzAmt) I /F (Interface) 14 0. 
fcyS^Kl 5 0, ROM (Read Only Memory) 16 0, 
CPU (Central Processing Unit) 170, ^!)18 
0, GftKftl 9 5©K7^yi 90, ZhKYyV* 

jK- h • x. h y -A^a?© (t sfes^g) 300, 

8S6fl!f«tt#«ia#95 0 0?;tU Ctl^U^T. 1 l 

[0 0 6 4] Atitfll/Fl 2 0fi, W»i»e>ttl&$il 
5®^, tf* 7 , o^7^o#l3yryyS:i)$t 

ttlc, /^l l 0±©r-f^^/Ht-»«rgflr U ^gp 
l-m^-fSo MPEG^-r^ 1 3 0J4, /Ul 10 
^tT^^ix5MPEG^#fb^nfcr-^*, M 
PEG73-KU Attifi I/F 1 4 o\mt)1r^bii 
tic, AW*l/Fl4 0d»6(IM&*ii5f , ^^/Ht 
^MPEGxy^-KLt/^i 1 o±\zmt)i-Z> 0 

AW^ I/F 1 4 014, A/D, D/A3y/<-?14 
lS:rtjSUTV^5. Affl^I/F14 0tt, W&frbfc 
feZtlZ^yTyyk LT©7-7-n^fl|#*Stt L, A 
/D, D/A=i^<-^ 1 4 1 1? A/D (Analog Digita 
im&-tZZ.tX\ 7 t jV9MmtLX. MPEGa 
-f y9 1 3 0lzatitZkbt>\Z s MPEG^-xy 
^1 30**6©^ ^/HS#Sr, A/D, D/A = y 
^-^141 T-D/A (Digital Analog) CI b 

x\ n-o9it^bLx, t\-mmt>i-z> 0 

[006 5] Btf*ta*i!! 1 5 0 14, WZ.\i y \f-y-f 
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©LSI (Large Scale IntegratedCircuit) T*$|j&£ 

*t, /<* l l OSrfLtig^liSayryyt LT© 
flWMtflrtHWLU U ■/<* 110 

±fcWai-5*Mi«:8o 0 ft*s, 15 014 

lf-y^LS I ICR&T, #loy7Hra74t^ 
-F^i7 Srifi*^ 4 o 5 r 1 1 

[00 6 6] ROM1 6 014, #1x14, E^S4ggr* 
ifc&S"©, fe5V^tt«jR©BftS4§6a©^/P-^w 10 

mn^rn. fe5v^f4SS:o^-7't*^©r^^ 

^--efeSy-K^-fcEttLTV^o CPU17 0 
14, y*y 18 0fcElt£ftfc7*n?'7A£S£frf3;: 

fcx*, MPEGn-f?^ i 3 o^»it#-tea#ai 5 0 
s«:*d»i-5. y*y i soi4, flittf. *j?3§&y* 

yT-, CPUHO^tTtST'D^yA^ CPU1 
7 0 ©aflLbB^fcx-* /190 
14, ^5?*A<7*-*f:B»ff£ira4S««t*l 9 5* 
BKrT5::fcfc.fc9, EiWi 9 s^x-r-^/ur 20 
-^Srtt^WL , /<*1 I0±jcta^1-5t 

/<*1 1 O^LTiJ^ftSx^^r- 
Eft«#l 9 5t{lt|&tTEftS-fr5. Sfc, 7" 
n^7A?:ROMl 6 OK, rW**- Sr^U 1 8 
0tEit1-54;5tLrtJ;v\ 
[0 0 6 7] 9 5I4, flfctf, DVD, CD 

m<D%Tj*?, %m.% = r4*L mnTjxt. mss. 
<au 1 9 5 14, e®W4£e i o o 

[00 6 8] hyyxtf-h • X M-A&g^g (T 
Stoa^S) 3 0014, SUBlfcft^TBefitTlrfll^T 

* h y -A<&HJS*-f $ y^flHR**/**? h 1 1 tl- 
E&&ftl 9 5K&*rtt5fcfc©T-*&a*54tf, E 40 

a*fTft5. 

[00 6 9] hyy^tf-hx hy-A|C|J v =g-h5> 
y h©Uim^-r S^tiffgt LT©ATS 

(Arrival Time Stamp : iSft B#£iJ** >7") #Rj£$il 
TJoU , r©^-<$y^|4MPEG2v'^xAX-C^ 
$ ft T V > 5 (g$ltf) ftr=»-y-Cfc5T-STD (Transpo 
rt stream System Target Decoder) SrBfcStJ-fr&V^ 
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ATSt±otam^-Y5y/S:ffil»1-5. h7>*# 
- h • 7 h y -A&a^a (T S J&a^ft) 3 0 0 {4, 

y-A^S#© (TSBHI^a) 3 0 014, DVDf© 
Efik«tflci 9 5^©r-*ESM$(c, ^S-hyy^^-h 
/<*y hOATJ^'T 5 y AT S (ArrivalTime 

Stamp : mmM* 9 s Sf) ZttM LTE^tSo 

[0070] *%w<D%&mn£&m iooit ±» ©a 

T S ©f=fiO $ tltc h 7 V* #- h * h y -A 4 o T* 
^$tt5="yry7icov>-c, iHH&l^a l 5 0 fcjs 
V>TBf-5§«a£3£fi : U B^{fc&a©ft£ftfc=>>x 

^y*rwwit» 1 9 5 fcfciws. $ e>(c, n£-s§-&a# 

Si 5 0(4, EHJKfrl 9 5(Cfe^$tifcBf^fk=>yr 

[0071] mm m^tm^m 50014 Efttttt 

5o E&^l 9 5t»tt*h5SH»flSai±, {iil^tfx 
I D, T4*>;%\Z.Wl^XWLfeZfth ; f4*>7 I D, 

^yTyysicl/iotKtSayry^ 1 d, fes 

[00 7 2] S^itSm^fea^a 5 0 0 {4, E^jSft: 
#ai 5 014, »«flMltr«v^-CWWi»fc»1-«=iy 

f^fEg, s^tjgffli-snf^a^sr^-rs. 
©ftfcteasrffftbi* , HHH&s^ai 5 ortr-^fT^ 

[ 0 0 7 3 ] ft*5, m 1 fc*1-«rf«#ai 5 0, T 

s &a#a 300, ss^tt as-^&a^a 5 0 0 14, a 

*«ie«r*ffi-5 1 oifcttttftOL S I t tT«^U 
Tt4<, Sfc, 4HMBov^f*i*»try7h^x7*fc 

[00 7 4] *IS^©E®S4^S©«^t LTJ411 
1 \C7p-m&<Omz® 2 IC^t-^^oJIgx-fcS. 1 2 
fc*1-EfW54g« 2 0 0 T'I4, KiHK^ 2 0 5 f4 
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fT'ggi Lt©EH^y^7x-x (I/F) 2 
1 O^tfl^WC-fc^ r<D|E^ft2 0 5^iJ(D 

10 0 7 5] [r - 9 fSftft343 £Vt- 7 s £&a] 

mcftt 5 x - 7 E&^a*3 i tfEHUTO » f> - 7 
s^&atco^-c, 03*5ii;[g4O7D-^^- 

77£, lE&Hfrl 9 5(CiE^t5^ir*3V^I4, H 10 

3 (a) <vy hkLtzft^tcmm&mMftfr 

•ayy-VV) i\ IEEE(Institute of Electric 

al and Electronics Engineers) 1394 •> U T/W<x^?r 

S30 1K*JV^T, AW* I/F 1 2 014, (JHSSftS 
f-f^^/UnyTV^^ItU ^7 1 10£#LT, 
TSfea#&3 0 

[0 0 7 6] TS«a#g:3 0 0Ht» ^T?7"S 3 0 2 
fcfci^T, h7^jK-h^hy-^*fl|j*-t-5#h7 20 

£4$ l7T\ ^110 LT, Bt^g^S 1 5 0 

[0 0 7 7] iffMfgl 5 014, ^f?7S 3 0 3 

£\ /<* 1 1 0£;frLT\ K5^7* 1 9 0 , *>5V^ttE 
H!ifti/F2 i OKHWrfs. Pf-iHt=yxV7f4, 
K9W7*19 0. &5V^»eftjft#I/F2 10*^U 
TB«Wfl:i 9 5£Gft (S 3 0 4) £4x % Cftfta* 30 

[00 78] fc4b\ IEEE1394^ !J 7 >/<* LX&M 

o"C x 5 CDTC P (Five Company Digital Transmissi 
on Content Protection) QJCF, jg|[ x DTCPtV^ 
5) ^)t«)5>tlTV>6iS, IWDTCPfli, nf-7 

T, T<(Vj>/u=>yT>y&l%%{tLXB%L, SfStl 

[0 0 7 9] rODTCPKft»|C*-3<9 f -^3ISfl| 
fcfeHTtt, 7*-*»moAHl* I /F 1 2 Ott, 7 
ry7"S 3 0 1T\ IEEE1394v"!J7/W<7^LTBt-^ 
ft^yfyy^ffL^ ^WHfc^T^y^ dt 
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t. ^©$, ut^a^ai 5 otcttiTj-t-^o 

[0 0 8 0] DTCP|;iJ;5tV^7>'1'='77 1 77©R£ 
#fctt. 3IK]£fc-r5*-$:4jSU -t©*-&JBivt 
ft&hb. Sg%r{ti*tllL7j i?f fr^lsy-yy^ %<D 
^Hfctffl Wc*-££fcT, IEEE1394->y 7jW<7± 

r77£, SrfflV>T«#1-5. 
[0 08 1] ft4b\ DTCPICiftIf, ESt^fi, 

7-f ^*^3 7x77©B#-£{bfCfliV<>.5:* 

7|c:£j6bix£o ^LT, gff{|jT-(4, ^oiffft^y 

="7r77;jqg^£ixS 0 fiu :it'lt Ptf<tay 
T77K, *0«4Hrfr5 fc»©*-#£*ii-0^5 1 

ro<t5(c#^5troti-^ 0 dtcpico^t 

14, http://www.dtcp. comOURL (Uniform Resou 

rce Locator) T*#S$tl5 We b i^fclvt, 4"s 
7**4 i/B-}-/W<— i/ 3 Xlnformational Version) 

[0 0 8 2] JfcK x WbCTto^Oa^V 

7£ x Gftftfti 9 5 (cfEiH-3«£©&aKo^T, 
03 (B) <D7a-=hv- h\C'&-?xm.Wi-Z B 7tp 
7"{f^©=<7T77 (7tn^yf>"» AttJTJ 
I/F14 0|Cftft$4l5i:, AW/JI/F14 0IJ. 
7ry7S 3 2 1 |c*jv>t, %<D71- a ^3^x^75: 
SftU 7X3/^8 3 2 21^^ rtK-TSA/D, D 
/A = ^<-? 1 4 lT-A/D^LT, 5*-f ^vPflT 

[0 0 8 3] wCOr-f i>9 iV^VtW^ MPEGa 

1 3 OfCft&Stl, 7xs/7°S 3 2 3{C4o^ 
T, MPEGiy=-K, -r4i>%MPEGBBk:J:5 

®%immmn&ti. ^7i io^lt, ntf-^a 

[0 0 8 4] WT, 7r S '7 0 SS3 24, S 3 2 5, S 
3 2 6IC4oV^T. III 3 (A) O^t^/S3 02, S3 

o 3\zmzm.tmm<D}mtfiTt>tiz e t44?*> % 

TSfeg#^3 0 0(Cj;5 b7>Xtf-h;<7-y h^M 
i-5ATSf+Jp. Bt^&S^gl 5 OIClSftSltfMNkfe 

[008 5] ftfc, 1 9 5 fc£ft £ Jtfc=i yf 

n yx>7 i: tTHJA+5«yi^OV^Ta4 ©7 o 

t UA1-5ftaE(2B4 (A) ©7n-f-+-McLfc^ 
ofcff£ftS£ LT^ff $4l5 0 EP*>, STt^lei, 7 
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Ts>^S4 0 lfc*JV*T, KtV7*1 9 OSfcttBflkjt 
flsi/F2 10(CctoT, Eftlifcl 9 5fcEfik$Jl,fc 
«f*fk=^yy*K*ffl*K /<* 1 1 0£^LT, 

[0 0 8 6] Pt^&gif S 1 5 0T*(i x XT^yS40 
2fc*S^T, K?-f:/l 9 0 4fcf±ee8t#I/F2 1 

^T-*#/<* 1 1 0£^LT, TSftlft3 0 0|: 

10 0 8 7] TSJOiifg3 0 0li s ^fy/S4 0 3 10 

yx/K-M^;- hOATsa»e>ta*^'f 5^Sr*IS 
L> ATSfcJStfcf&Wfc^TLT, ^HO^U 
T, Affl^ I/F120 AM^ 1/F12 
Ofi, T Stea^© 3 0 OA^Of^^^^T^ 

3 0 0 (Dim, tttQrttM&Wt 15 0 fCfctt 
v 5 * /v 3 yr y "7 ©g-^&at-ov >t \tW&-f 5 . 
[0 0 8 8] ft*5, AttiTJ I /F 1 2 013, ^ryT'S 

4 0 4 X\ IEEE1394^!J 7jW<X%ftLXT<( 20 
^vyfcHtfrfSa^fctt, DTCPOjftfcfctWmL 

T, ±i£Lfc,fc5lC, ft^OgjtfcWRI-eHlE&ftSH: 

[0 0 8 9] Eftftftl 9 5tEft**vfc3yr^Sr 

£(C:JoV>-CH, 04 (B) 

[0 0 9 0] EP*>, Xfy/S4 2U S 4 2 2, S4 
2 3tfcV>T, HI 4 (A) OXfy/S401, S4 0 30 
2 , S 4 o 3 t*5«-5*8^-i: -t*vP4iB«©«ffl*frfc 

T, MP EG^-fy ^13 0 (i^^$tl/?» 0 
[0 0 9 1] MPEGa-f 1 3 Ot'll, T.fyf 

5 4 2 4 ICiSV^T, T-f '^^3 yfy^MPEGf 
=- K, 1-4bt>#*ft3M*3ttf Sii, Affi^ 1/Fl 

4 o tiiaesns. ah^ i/FHoit *x y7°s 

4 2 4K*3V^T, MPEG3-f^ 1 3 0 XM PEG 
D, D/A3y/<-?14 1t?D/A» (S4 2 5) 
4 2 6fcii* % AitiTJ I/F 1 4 Oft, Z<D7+U?=> 
[0 0 9 2] [5 f -?7*-7yh] RC, H5^ 

# ©§/h¥&£7"n y ? (block) fcv* 5*«rcP&K. 1 
yoy^fi, 19 2*X («*.tfX 
= 3 2) ©At Si4otV>5. 50 
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[ 0 0 9 3 ] &%WXlt. MPEG 2©TS 
/-K- h • * ><>TV Y (1 8 8/^ h) KAT 

SZtfMLXl 9 2/^ r-tLT, ^MXfifttl 
/Dy^Or-^tLT^. ATSI12 475M3 2 t* 

5 ^Arrival Time Stamp [M ft &fM* 2 Vf) ©H&T'fc 

©$>3x-*fc tT«fi)c^^5 0 Egy£#©l>fco©7* 
ay? Idfi, ATS&ttJDLfcTS 

[0 0 9 4] 7^y^M4©fc5ATS£ffi^TB£W8 

"-^ffl^T^Py^SWIit^feaSrlltTl-S. Sfc, 
AT S £ffl^T7*n y ? *-£4j*1-5*Mte1-5 * t 

Vx-*$Wft©x-*£T?*;^5&M<bft< ft 

[0 09 5] ftfc, 0 5 fc^lVn y * ' K (Bloc 
k Seed) II, ATSSr^tr#JPflHlT*)5. 7*P-^- 
>- Ktt, S£>fcAT Sfc*ttT?ft< n tfHHfPffiBtKC 
C I :Copy Control Information) tf+flO Lfcfltj&i L 
TtiV\ ^©J§-£\ ATS tCC I?rfflV^n.y? 

[00 96] ft*5, r r X\ Zfn y ? ■ ~y- pteisitfi 
53t-gRit8(CC I : Copy Control Information) 

it, *wrvKm-r$#. &%sft<Dm&&bLx<D5 

CD TCP (Digital Transmission Content Protectio 
n) i/XT^X-mm-tZ^t'-Wm® (CCI :Copy 
Control Information) Xh"). r'W^WitTjfcJ&C 
tz2mM<Dffi®. tfihh, EMI (Encyrption Mode 
Indicator), a tT-Slflffif*S:ai5fcit)0» 

$8 (CCI) T-$>5ffi*ii^CC I (Embedded CCI) © 
V vf fta»0*««:Ktfc Lfc t © b ft 
[0 0 9 7] ftfc\ *»W©*jfit*5V^-CHt % DVD^ 

7*ny^©5feS©m m=8*^lttl 
6) /Of hfi»f#fk$ilTfwSPX (Unencrypted data) 

Ifrf^kStiS. r*lttllt#&a#8/Of' h^ffiiUT© 
«ia-C*)5fc*{CBt#fear-^S (Encrypted data) 



(15) 

27 

8 h < , 1 x. ff 1 /<-T h- ^ffi-Cff* x. 5 
[0 0 9 8] [TSfea#«W3tf5jaS] r^T\ A 

fcW*+5»fll«l|x 9 V?XhZ> a 
[0 0 9 9] i-ftfct,, «itfl»OTV/a^7A 10 

x hV-Ji&m&tZ YyyxX-Y'Vry M4, 
I"J4WIB-e?Sil5 (0 7 (a) #Jg) . 

*MJ— -Mi, &Yyl'*X-Y'<>ry v<D\m.t<< 
^KftK&AKtf&Q, t<D94 5 yyilMPEG2 
'>^fAX (ISO/IEC 13818-1) 
$ ftT V * SABBAT? =>-yx-fe5T-STD (Transpo 
rt stream System Target Decoder) $rfifc|£§-fr&l^ 20 

[0 10 0] h?y*#-hXM-A©ff£B#fcli x 
§h7^*-F^ y M^O^ftfcATSKioT 

R#C, &Yy>*#~-Y'<>ry Y(»\ti9<(%v9'k%. 

tATS^f+iBLTE^tSo 
[0 1 0 1] 06(C, T>f s^w^*?*— *ftS"T? 30 

Sr*1". #f6 0 0a»e>Ht. ?4*J9»>Wj&toj4*J 
9ivf—9h LX Y7>*i£— M 
5. 0l4fcfiB2t*sv^Ttt, Atftfj I/F 1 2 0£ 
7>bT, fcSV^Affi^I/F 1 4 0, MPEGa-7 

[0 10 2] F7^Jf?-F^hy-All fyMh 40 
!>-A/<-f— (parser) 6 0 2 KA^ SflS. fc> M 
MJ-AX—S— 60 214, A;>Jr-7y*#-M hy 
-A^cf>^P)PCR(Program Clock Reference) /<9~ y 
hS:*IWi-5. r^-e, PCR^y h£»4, MPEG 
2 ->*r AXT?aj£$iiT^5 P C R#f?-§-{[;3 JvCV 
Z'tyy YX'h 5„ PCR^yhtt, 10 0msec 
eirtO^IBIRIIHT^^fliSiirv^. PCRf4, h7> 
*#-M*-S> h#gttfflfc£WM-5B#afc2 7 MHz 

[0103] -t LT, 2 7MH z P L L 6 0 3 tCioV - * 50 
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T, E»S4»#»o 27MHz?P7^|-7^# 
-M Ky-AOPCRlrnj/i? (Lock) £-£5„ *4 
A**>'7''3§4[p]S§6 0 414, 27MHz9ay9<D9 
n>y9<Dj}<7> hflfc&St'fc^ A* 9 
Z>. *LT, 7"D^ • ->-K (Block seed) ftAnEISS 
6 0 5I4, h^^tf-h/^y hgjjs* 

y^lrATS t LT, -e©F7>x#-F/^^M;# 

[0 10 4] ATSl>WtoZtltcYy>Xtf-Y;<?y 
H4, xA-i?y^y7r 6 0 6£i§oT, S^6 0 

7^e>, 1 5 okw^jt,. 

****aa#HfT*iifcft, K7^^i9o (Hi) , 

fE&j&ftI/F2 1 0 (0 2) SttTLT* M^-v^x 
-fTT'feSlE^jiftl 9 5KHM5k£*l5. 
[0 10 5] 0714, A^I hJJ— 
Eftlt*fcEfit$il5l*0«i3lOWSr'^i-. 0 7 (a) 
14, fci^D^A (nyfyy) Srfllfftl-S h 5 

y -A±©B$^£^-f l$^ttT&5„ ~ ©0||T-f4 h y V 
x#-Y;<>ryY<DAt)l±, 07 (a) \Z7fitZ5\&F- 
MWl9-< xV9xmiZ>, 

[0 1 0 6] 07 (b) 14, • y'-K (Block 

Seed) fl-JflHISS 6 0 5 ©£H;fj£^-f 0 7*p y 9 - i/~ K 

(Block Seed) fWfllElSg 6 0 5 {4, [-7^*- Y'*>T 
V hSlC, h©* h y-A±OB#^iJ^-f A 

TS£^tf7ci y? ■ ^- K (Block Seed) fcfWDL 
T, y-*/<$r? hfcttWrfS. 0 7 (c) tiCftH^ 
lcE^^^fcy-^^'7-y h^-fo y"—7s/<9-yY 
f4, 0 7 (c) t^iSfcBIItlSftTEWtfrKB 
®$n5o :oi? lcF^R5^fgfe-ciH^1-'5 r t ic 4 1) 

[ 0 1 0 7 ] 0 8 14, 1 9 5 Y 7 

0 0O^a^y*ny^ia^LT^5„ ffi^8 0 0^ 

f>i4, &mx-&wtsft%tmzm\z}$^x'&%zhit 

ATStt%<DYyyys#- Y'<fry YiK ■Juy9- ! s 
-K (Block seed) ^0^8 0 l^A^^tl, ATS 

40^8 0 414, »4«#«fO2 7MHz^ny^8 0 
5O^ny^*5ry^-|t^l5-3V>fcl*|B]*fH[1-5 0 
[0 10 8] £43, S4©5B*feB#|C43V^T, 

ATS^^fittx, ^-<$y^|g4(EllS.8 0 4te:ir 
yhSfiS. ltUS§8 0 3f4, ATSi^-Y^y/lg^ 
0B8O4i»e>A*SltSa ; aE©f*a«rifc«-t-5 D *L 
T, ^-f 5^»4IslK8 0 4*S*4+5P#|BiATS 
^«L<4ofcl$ % (ti^$lJ®lH]!S8 0 2l4, ^©hyy 
xX-YA/r-y ^MPEGa-T^? 1 3 0$fcf4r 
-f 'y9^xmti I/F12 0^ffl*1-5. 
[ 0 1 0 9 ] 0 9 14, A#A Vft^-£12^S£3§ 1 0 0 
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C9MPEG=>-yy? 1 3 OKibM^TMPEG^yn- 
KLT, £<b£TS&a¥&3 0 0l;::Jo^Th7y*;tf 

fi, Sltfift, 02t5lt5MPEG3-T2/^ 1 3 0 

t t s &a^fi: 300 ropftea^^ff-frx^l-y n y 

T*5D, ^n(iMPEGfx^>^-^9 0 2~A7j 

[0 110] MPEGfftxya-^9 0 2J4, A7J 
fx^f#?rMPEGt*r^ MJ-AKlfflF^ftU. -t 10 

n^y^rtrx^ hy-A/<y7r 9 o 3-ffl^-f 

3 0 MPEGlfftiya-y 9 0 2 (4, MP E 

tr*f-**-f:/tt. I/P/Bt7ft (picture) © 
Wa-CfeS. Sfc, fa-V'f'f&xfry/tt. MP E 
G 2 ^TAXfM^t^Sif iffeS. 20 
[0 111] JSKF9 0 4Jj»f,li. ^-^-f^OT^A* 
^flliMP EGt-f^tiV^-y 9 0 
5^A7j£tt3„ MPEG*-f-f#iy3-y9 0 5 
14, A^] t-f -f tflf ^MP E G t-7 -f h y- 
AfcflFf-ftU *ixSr/<y7r9 0 6^Hl*1-5 o 4 
fc, MP EGt-f^ tx>3-^9 0 5 (J, MPEG 
ic-f^isTTs h]}~M^-O^X<D7^±^~y hffiWt 
Z£m<tx<rV~-7 9 0 8^ltijrtZ> o Or- 1 ?**?. 

T-fct), 7f±X=>-~y V^ntit. ^t-f^7U 30 

[0112] ^fift^v^-y 90 8 fdfi, IfT^-t 

v>T, fx** M -A /V^MJ-Alrhy 
y*#- h/^y M:ff{kf5*S»t5o #fi 
9 o 8f4> tm\Z.2 7MHzffg©g2|l 
l*«Sr*4i-5^oy^ft»t)» ^LT, MPEG 2"C 

? h^#{b$iJ»1ta^ft^t5„ /<*y MWMMfPfll 
•fix **ry HktZxh])-J*<Dffl&kxhV-J*<D 
&£xhz B 

[0 113]/^ h«F^flSffl«lffi[a*Sb h 7 f *^y h 
0>*S\ *-f ?T9 7 6 14 a filled (3, \fT*Xh))- 

^%7 7 9 0 3H/^y hflF#^lH*fl!fatJ:5J& 

it. hyy*#-h/^y h^kH9 0 9^A^$n 

50 
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[o 1 1 4] hnwmmmifi*— 

^y^9 7 6l±bftlt4 9, *— xV* 

* h y - A/< y 7 r 9 0 6 1> b%7F £ itfc^ d - Kx 

HHft«9 0 9^A7J$*v5o 
[0115]^ h«F#ft«*fll«*PCR^y h 
W|§£ N hy^^-F/^y h^b«§9 09fi. # 
9 0 8 A7J $ tt5 PCRSrStlJjX 
PCR/<4ry ^Xy h ft#{fclH»fl!f 

y*#-h/^ry hft#fl3§9 0 9^f4firfcA*$*lft 
V\ 

[0 116] h 7 ^#-f^7^h^K9 0 9 

WF7^^h^yh^U tB73l-5 0 Ltz 
iiot, hyy^sK-h^xy h&*Ht3§9 0 9f4, |R) 
fcttfc h y y* 3tK — Mfry h£fi}7rf$, PJt (Arri 
val) ?4 AZfy? (time stamp) |t©¥©9 1 0 
(4, ^ffl^7^-7 9 0 &frbAJj£hZ>PCR\C 

[0 117] #Ift^7^-7 9 0 8ri»e>A7j£ft5 
PCRI4, MPEG2T?$££tl-5 hyy*#- h'*4r. 
y h©l 0/<W HOg«flS^©a#«PS0Sr*1-©T. 
ATS©ill4 PCROH»P)10^ M&©/<4 h 

• [ 0 1 1 8 ] 7*n y ^ • K (Block Seed) ftJ&PUlK 
9 1114, F7^*-M7 7 h«F^W»9 0 9*»fc 

mTj^n^ h7y^^-h^y ncATsiftap-f 

5o T'o V? • ! s- K (Block seed) ftfHlEI!g9 11* 
t)|ii^$it5ATS#t(Dh7y^^-h/^y M4, 
TsMs-'Jyy'Ayyj 9 i 2?:iioT, flf-Waa^ftl 

[0 1 19] ffimW-l 9 5H»«lS*tSATSftt© 
h y y ^ tK- h v M4, Bt^&a^S 1 5 0 "Clt* 

ft**i5«rR:H7 ( C ) \z7ttz5\mm*&*>itim 

yy^jK-h/^y h#IBIIfcll»-CB»*iiri)» A 

y h©Sflr*^OA*l*aSrlll(IPi-5ri:*-C#S D 
[0 120] tr5T% ATS(DA#$f43 2lTy h(C 
fttoTV^^ItT?f4^<, 2 4^y H7aS3 1 \fy V 
X'h%1?t&\ ATStDf y Mt^fiVMiif , ATSO 

TS#2 7MHz^g<D/^^-y-7j!7y^-T-fe-5^ 
^, 2 4-b i tgOATSi5-Jl1"5B#ra»4, &0.6 
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-m hy-A©/<4ry vmmit. mp eg 2 coffin 

Lft^f>, +#&&#£JLT, ATS£24-bit£* 

[0 12 1] d©4?f;:, ATSOt'.^ hgfcEMr&g 
£ £ LfcS£\ 7^y77*-7©{*An^-*-T*fc.5:7P 

7p s>7 • >- K©*j*W£|g 1 0 l^-f „ 0 1 0 ©t*J ] 
111, ATSS:3 2lfyh^^i-5«Tft5. 110 
©0J2I4, ATS £3 0 bTy ht U = tT-«l»fl|« 
(CCI) £2 t's/ h^ffiffl-rs^jT'fe^o atfHMPf 

SCMS : Serial Copy Management Sys 
tem-^CGMS : Copy Generation Management System^* 

fWo $ ftfcr- 7 immft < 3 f-ajff pi £ tvo * 5 r. 

t^f3f-7!)- (Copy Free) , liftft©^»=« t* 
-«rfrRr-f51ittft=»K , -fr«r (One Generation Copy A 2 
llowed) , => f-SrEfe/iV^3t°-»± (Copy Prohibi 
ted) *!f©fl|«as«*5 0 
[0122] B 1 0 K^-fM 3 14, AT S £ 2 4 tfy h 
£U CClS:2lfy httfflU £?>l-ffi©tif8£6t? 

©T-7#7T-n7ffi7l£*T,5|gK, 

* © a f-W^T'fe 5-7^^ 3 y (Macrovisio 

n) <D*y/*y (On/Off) ^^-flf^^if, 

[0123] [*-E««*i LT©7 V - (*) ffig 3i 
T-fe5 0 11 l©ftT©(-^t-fV^0~l 5#{B*© 

mmft±mmx'h5. tK&mi iic*t* (yy 

-) *Kt©#£(y-7 : leaf)#*iV?ii©Ett?l436 
SlcffiS1-5 0 

[0 1 24] &r^V*0~l 514, (WWB#) 4( 

^©y-7^t>/P-HcM5*-C©/-Klc#J!?aTt5 
tifcH (/*- K=¥— ) *J±tffc9-7©y-7*-&g 
#T?fc*frf 5. H 1 1 ©*TSlC/^-f K 0 0 0 0 ~K 1 
1 1 US£tv^*o~1 ste-tfvtfhJMSTfrfifc 
y-7^r-T*fetJ, t±i£©KR^t>, *Tft*>t>2# 
I©Sfi (y— K) fcE«**lfc*- : KR~K 11 1 £ 

[ 0 1 2 5 ] 0 1 1 fcjjfrfy y -HI^ICfc^T, fl*.tf 

X0l4y-7*-K0 000i, /-K*-:K 50 
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0 0 0, K0 0, K0, KRS:0ft1-5. X/M*5I4 
K0101, K010, K01, K0, KR£0ftPf 
5„ * 1 5 14, K 1 1 1 1 , Kill, K 1 1 , 

ki, KRZffit-tz, ttfs, m 1 1 ©7 y -imr^ 

>f^iS0~l 5©1 6fi©*|E*$il, 7y-fl}jgfc4 

$e>i^<©7 f ^^^7y-«ficflf^$n, * - 
fc, y!)-<»&mz&^xmz&%cffif&z%^t& 
-simxhz. 

[oi26i*fc, bi i©yy-«at^4n5#E 

Sff£&fctt, «*4lES«{k WitfDVD. CD, 
MD, 7*y*x^7 mm **«B+5«*4* 

©£5ftgft5x^*, *ft577*y^— > 3 y©* 
[0127] rjio©!*^^, 7ry.^-*>g 

^*#-r5^rA|cfc^T, Wx.tfHl l©j£i»T* 
ffl^£»£ % t4*>t>7*'<-r*0, i, 2. 3^-© 

x.14, r ©^T-ffl^c^-yrtl^iftSyvW * 
lc^LTI4, £t&T, *ffl©3yxyy"£Bgr£{fc;LT 

5W4*ar«IBB^t3 yf >7^(D5JAr-7^l4 

fe5VM4^^SI«|^^, #r/V 
^i©T*-^aS«SrfT4-5*IHtt, 11 l©^T*ffl 
AyfcSP^, 1-/fb*»^<'f^0, 1, 2, 3£locD7* 

5. ^.©4 5 & TVi'— 714, hi i©yy-lJK:a»# 

[0 12 8] /-K^f-, y-7dr-|4, . &5 1 

ooHf Sir y 7 IC 4 o TiKii LTf 9 LT 1 4 ^ L, 
&?jU-7izntm« ix-^l^/i 5 7u A 

tuxt)4v>. me>©y-K^-, y-7^-i4«ajx 

^ai4@ta-fey7, 7o/W^, ftffilH«^XfTt- 
5. 

[0129] ^©yy-ffiiiicfc^T, Hn*»e>we> 

!4^4 5lc, lo©7/u-7|c^$ti5 3o©r^^ 
0, 1, 2, 3l47-K^-tLT*®<Ddf-K0 0, 
K0, r©7- K^-*^T«^fiJffi 

t5rtlc4<5, W^tf#a©-r^7-^-Srr/W^ 
0, 1, 2, 3©*Kg#-f5rt#prfgift;5„ fct 

<r^^0, 1, 2, 3©^*a©^^7-^r-© 



(18) 

33 

RJ&JiprtB-Cfca. tit. j&ffcft^X*-*-Kniaster 
^/-K^-KOOT-St^fbLfdlEn c (KOO, K 
master) £, *y h 7-*£fl*LTfc5VS4E®&ftK 
fe^LTr/V^O, 1,2, 3 tE*-f tUf, T'^ 
XO, 1, 2, 3©*#, ZixZixiDTsU Z\Z&\,^X 
»*i-5**/-K*-K0 0*rfflV>-ri»*Enc (K 
0 0, Kmaster) S:)gV^-77?-*- : Kmaster£# 
SUfctfTOfcfcS. ftfc, Enc (Ka, Kb) (4K 
b^Ka|Cio-C^{bLfcr-^-efc5rt^to 
[0130] tfc> feSBfrfcttfe^T, 7^^3© 10 
JftGtZf&: KOO 1 1, KOO l.KOO.KO.KR^ 

2, 3©^/w- 7) -catSflrSixS^-^Srsfsfc* 

©fc&[Cl4, /-K*-:K001,KOO,KO,KR 
%Ztl?timittmK (t) OOl.K (t) 00, K 
(t) 0,K (t) RKHfrU f^^O, 1, 2K 
*OM*r*-^e*.5«SiS&5. ::t, K (t) i 
a a fi, UK a a a ©ttft (Generation) : t ©Egfdf 20 

[0131] Ktf *-©E*MQ!3io^TRW1-3. =*~ 
©Mfff4, HI 2 (A) f^t^M:*-^ 

(EKB : Enabling Key Block) fcPftfftST' 'o -y 

2 icttifc-rs i 1 1 <toTHtT$H-5o 
[0 13 2] 012 (A) K^#SMMr-7ny* 
(EKB) 1^4, /-K3~©H£r©;ftg&7vMx© 

flwtsits. i i 2 0 1 1 y -flfigt 

Of^^O, 1, 2IC33WC, ffiftt©H£r/-K=»r 
-5r6Bfli1-5 r t & B ft t Lxm&Ztitz? xiy^f- 

'W*l»4, H*r/-K*-iLTK (t) 0 0. K 

(t) 0, K (t) R 9, T/W*2I4, J£ 

£r/-K3~iLTK (t) 001, K (t) 00, K 
(t) 0, K (t) R#&gT**>5. 
[01331012 (A) (DEKBK^ZinZkoiZE 
KBfctt*ft©flf*fls*-^*ii5. ftT»0**fl; 40 

Enc (K0010, K (t) 001) Tfc 
S. r4lttr^'l'^2(D}foJ>-7^-K0 0 1 Oti 
oTB£^b£ftfcHfr/-K*--K (t) OOlT-fe 
•3, X/WX2I4, §#©8oy-7*-lc£oT;:© 
»*fc*-*tt*U K (t) 0 0 l^SClitfS-Cf 
So (M-fcliOfcfcK (t) OOlfcJB^T, 0 
12 (A) OT*»fc2g!B©l|-tflS*-Enc (K 

(t) ooi, k (t) oo) m^mtt£<o, m 

/-K=Jr-K (t) 0 0Sr#5ii*T#5. WTII 

ft, 012 (A) 0±*>e>2ftB©Pt^fl:*-Enc 50 
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(K (t) 00, K (t) 0) fc«*U Xlfy-K* 
-K (t) 0, 012 (A) ©±/5>P> l&BWBf-SHb* 
-Enc (K (t) 0, K (t) R) *«^LK (t) 
R£#3. — T'WXO, lf4, /-K^-KOO 

LT<&gft©l4, K (t) 00, K (t) 0, K (t) 
RT-fcSo x'^XO, 1(4, 112 (A) ©±i>?>3 
Sl09fft*-Enc (KOOO, K (t) 0 0) £ 
«#LK (t) 0 0, fcJRfcU WT, 012 (A) © 
±*»t»2H:I©llSF#ft*-En c (K (t) 0 0, K 

(t) o) *«-s-u H*fy-K*-k (t) o, 01 

2 (A) ©±a>?> laiOM^fk^r-En c (K (t) 
0, K (t) R) Zm^LK (t) R£#5 0 CI©*? 
ICLT, X'WXO, 1, 2|15ffLfcHK (t) R£ 
>i*3, 012 (A) O^Vf-^^ 
14, ffi^-fc LTttffi+5y-K*- y-7*-© 

[01341011 y -ffim<D±.i£fk<D / - K 

KO,KR©3aff#*£-Cfc9. 7-K^-KO 
0©*©3E«f«Hl*ifiJS-Cfc5»^fcf4, 012 (B) 
<0^%l{C*~-7v V? (EKB : Enabling Key Block) 
%m^^bX\ H*f/-K*-K (t) OOSrx/M 
XO, 1, 2|Cfi3(&i-5ri:4S-et5 D 

[01351012 (B) C*+EKBtt. 

•f-S^^JfflpIig-CfcSo jyW*!iLT, 01 lfcjft 
it*t^^©f/VXO, 1, 2, 3#*>3E 

(t) raaster^^HX-fcSt-rSo -©if, 
0, 1, 2, 3©#S©/-K*-K0 0£jE£fLfc:K 
(t) 0 0«rJBvvt3Wfc4#»®K*rr**-*-: K 
(t) masterSrHtt^Lfcr-^En c (K (t) , K 
(t) master) £0 1 2 (B) iCTjrf EKB 1 1 tfcE 
C©E#KJ:9» f^^4ii:\ ^©ftfe©/ 

[0 1 3 6] r^^O, 1, 2»4EKBSr 

MatT^fcK (t) 0 0S:ffiV^T±El*#X*a#1- 
ixl4, tBf^T*©vX^-^f-K (t) master 

[0 13 7] [EKBS:ffifflLfc^^^-*-©i9|j] 
013IC, tB#^T'.©vX^-^f-K (t) masterSr# 
SteaWfcLT. K (t) 0 0£ffl^TfT*:ft*iI©v 
X^-^r-K (t) masterSrfit-tfbLfcr-^En c 

(K (t) 0 0, K (t) master) £012 (B) 
1" E K B t Zfm&ftZfr LXgm L1tT'<4 * 0 ©& 

[0 1 3 8] 01 3i^-fi5[C, TWxOtt, E^ 
^m-^$^-CV>51ftft : tR#£©EKB b&to&lb. 
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Ltzkmm<DEKBtm\z.£*), /-k^-k (t) o 

0£4$-f3„ 3 bin, ^LfcHgfy-Kdr-K 
(t) 0 0£J=8^TM£r7*?-*-K (t) master^ 

-7*-KOOOOT-P|^{tLT&*ft1-5o 4J3» 
4*0;JS}OJh'**-*— K (t) master££±lci# 

y -7*- k oooo -eifriHfrf 

[0 1 3 9 J w0H*r^**-*-©S*W&S£ 
01 4(D7n-^ir-f>{rJ;tJlft0J1-5 o 10 

(c) master ft, *U (£# 

tttttfctx.lf, g#©y-73— T'Bff-fbLT) fe^ 

[0 14 0] Hfh^-dr-K (n) master fc EKB 

Xt-*-K (n) master©^ (lift) #■§■ ; n 
Jt$\ TV (pre -recording) fE^1ift{#$8 (Generati 20 
on#n) i^rtlC-fS) Srlt^tlli-. IBttfcfcfctt, 
^ », v**-*-K (n) master©ffif£ (lift) # 

^fc-^^-^r-CfcSE^HJU *ry7S 1 4 0 2(c 

©tiftlf ^Generation#n^gi-1ift : n t £J*tfcLT, 

[0 14 1] ^f-7/S14 0 2|Cj3VvC, :/Ha&1i 
ftttSGenerationSn^gi-tft : n <Djji\ &%<D}=Z 
y KE*£lxfciiH^;**-*-c©1ifcft .-ctilt 30 
(*ft<4v>) ir«S**ifc«^» W*>, y* 

y tfEHstiytPt^b-v^^-^-cotft : ci>^ ■/ 

HE^1ifttt$Generationiin#g-f*ft : n tm~7f)\ 
*fctt«©»£\ ^f->/S 140 3MS1 40 8|r 

§#©>*y icieH^ftfcv;**-*- 

K (c) master (l£-*Hbv* C) ©SfrlltT? 

[0 14 2] ^rj/^S 1 4 0 2K&VVC, /!/ 
ttftttftttf «Generationfci#«1- ttft : n©##, ^ 40 
y CfEltSilfcllir^flS^X^-^-COlftft : c J: 9 t 
*T?*>5 (SrU>) 4*0£$Ji,fc*£ % SP*>, ^^yic 

ftfSf«Generation#n*Sf1Utftn J: (9 tM©iiftTfe5 

*&\ xt?7s 1 4 o 3 tig*, mmn£.mm\*. is 

7n (EKB .-Enabling K 

ey Block) SrgJ*ffl1" 0 
[0143] Xr^S 1 4 04 
fitt. ^7^S 1 4 0 3-Ctt*ajLfcEKBi, 
^M^y lC^*flLTV^y-7df- (Hi 1©^/^^ 50 
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OICfcltSKO 0 0 0) JSiUV-K*- (B11C7 
'W^OtfcltSKO 0 0, K0 0...) £fflV^T, TV 
EftffiftflMMenerationfci (Hi 310311% t) l$,£T* 
©/-K0 0©@K (t) 0 OSrfmi-S. 
[0 14 4] ^Ty7"S 1 4 0 5 Til, ^fyT'S 1 4 
(MfcfcVvtK (t) 0 0Sr#f>*tfc*^4r^S-t- 

»4gs^yy-«^©//p-7 , ^p 3 yjj<-^ mm 

&ilX^Z>Zk%7f;ir<DX\ Xf-^/S 1 4 0 675SS 
1 4 0 8&X*y7LT-v**-*-JESW&g&fcT1- 

[0 14 5] K (t) 0 0*#e>iifc»^. Xxs'/S 
1 4 06{Cii*, Ei»?)Enc (K(t) .OO, 
K (t) master), 1-&fc>*>, K (t) OO^rffiV^t 

Wj//S 1 4 0 7fc:*iVvr;, ClOlH-X&K (t) 
0 0&J8^-Ctt#LTK (t) ■aster«:tf#-f 5„ 
[0 1 4 6] *Ty7S 1 4 0 8 Til, §#©*;6Sf$o 
y-7^r- (Hi l©^W^0|C*J»t5K0 0 0 0) 
SrfflV^TK (t) master^Bf^kLT^^-y tttlfrt 

[0 14 7] i:r5T*, vx^-^li, (tftft) 
0*»fe#«|t«fflSix-CvK^ fr Uplift ©-7**- 
M^tiftW^^-^-^ff^tct 9 

£, -t©v^^-^-(Oliftt, i&gft-v' 
^fc1ftft©^**-*-$:fM1-.5 0 

[0148] Afrftfctt, mmw±mmcum 

$ixTV^vx^-#-MK©iift^lift i+itfc 

vX^-Jf-MK©ttft« i - 1 X'hZ>m£ y 
^-=5r-K (i-1) masterfl, |H®S4gfft*J^ 
T, -*fittB8»f*2@fflv%?,^ f (f (K ( i + 
1) master) ) *$c%-fZ>^ t \C X <9 

[0 1 4 9] *fc % B»Hft»«R:Bit*nTV^^^ 
^-^-©iiftWfti + lTfet), iaW-r^i'-* 
-©ffift^tft i -2T»ib5#S\ v^^-^-K (i 
-2) mastertt, -*|Rjtt|ISc f 5r 3 @fflV>T, f (f 

(f (K (i + 1) master) ) ) £frg-r5 r. t fc£ 9 

[0 15 0] rr-C, -*fittHjRi: LTfl, {SJttf, 
/>y>a(hash)B8»«:fflV^5ri*t-ct5. AflcftlC 
II, fi»Jx.lf, MD 5 (Message Digest 5)-^, SHA-1 
(Secure Hash Algorithm - 1) k&X% 

m&z%^x&st<Di&ft£Qm<DWft&g&iiimti:-?z 

?-*-K (0) master, K (l) master, K (2) ma 
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ster- • • , K (N) master^, Cft#£T:i3 

<o ip*,, t-rmts s?Mft©-7**-*-K 

(N) master £!££U *©-7*;?-3r-K (N) mast 
er£, -*^lttlMllsIfolfU>< 
<tt)HUWliftO-r^^-^-K (N-l) master, K 

(N-2) master, • • •, K (1) master, K (0) ma 
ster£Jift4j&LT:}S< 0 *bT, tifcft©*;^ (itu 
<D) -?Z?-3—K (0) master^ f>lfi#l-ffiffl LTV 
<„ g#©tttt.fc9iiff©1!!:ft ©-7* 
J^f3©lcfflv5-£fittg§f:li, -f^TrofE&S^ 10 

©ss«&tc*ji-5&n§a£, i-^rroff^gtc^xT 

*J< 0 -t LT, dr-^f^K(4, fgOttft©^;**-* 
-K (0) master£!$;tU ^©v^-ar-K (0) 
master^f>&fflLTV< 0 Wo. =¥-%«Hil, ^1 
ttft^|S$©v;*.*-*-K (i) raaster^&gK&ofc 
^Ol1i{tHti^-7^^-=3r-K (i - 1) master 20 

<om^, *-w<7mm\i, -*fa&M$k*m^x. Nit 

££1T*I2, fc51£ft©v* LTVxWl 
©tttt<t 9 ituwttft©-^;?-*--^;*, r btftZ 
[0 15 2] r^EiSiii^^yfy^^g 30 

#©E$tj&#Ki2iH-53§£©, lE^s^gsro^atc 

OV^m 5©7n-^.Y-h£Jfl^-aft0jH-5,, ^ 
[0 15 3] i-fMt$)\z. XryZfS 1 5 0 ltdfcV 

r, ta^s^fifi, &mm>t>. fummmm 

Generation#n£B^ffl-r„ ttz, &&<D/ * ]) #|2t§;L 
TV5Bf^t^**-*-C©i!fcttc£I&#U *=ry 
■fS 1 5 0 2|C^5V^T, *©Bf-5Hfc^**-*-©tU:ft 40 
ct, 7 H2^ttft^SGeneration#n/i^-f Hfctt n i: £ 

[0 15 4] *TV7°S 1 5 0 2K:}3V-C, ^IJfcia 

t£tv7cPf^<fc^**-*-c©1&ttc#, zn>Wm 

fttiSGenerationttn^-flfttt n ^T^V> t «££tt 
fc*§3\ BP*>, ^yKEIfSftfcBt^fc^**-*- 
C ©1£tt c 7° U-E®tftffiaGeneration#n/!iSS1-1i 
ftn£9 i£VM£ftT-&5$£\ ^7^^5 1 5 035: 
X*y-7°LX. -fftfc>*> x ^r^x-^©^*^ 
SrfTtp-f^^71-5. 50 
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[0 15 5] ^^S 1 5 0 2|C^^V^T, g# 

*-C©ttt;6\ 7'^E^1«:ftlWSGeneration#n^^1- 
VtttnU'&XhZtW££tltc%^ Wh, **v\cm 
tt£ftfcl£^{fcv**-*-C©1fi:ftfl\ TVEiH&tt 
1f^Generation#n^^t«-tn ttzit^tli. 
9tSfU**£\ ^xyys 1 5 0 3|Cif^ ^Vy-V 

[oi56] m\x<gm.(»t£ZMz.-?*?--*-xc£K 

go & £ x * - \C J; o T 3 y r y y r- 9 © 

ft^ittmzmLx, &e.<Dm®mmmm-tmm 

fS $ tvfcv x * Srfijffl Lfcr- * icS^ v>T^ 

[0157] il6> Ell 7©&g7*P;y?EI*Uuqil 
1 8©7n-f- + -hS:fflv%TRWi-5. 12 

SSjK#H.^-©«9Jfi!faa: U©^^^ I D (Disc I 

[0158] eh 6, eii KDvm.-yuyymK^ 
x, mwm^&i 5 o#2mi-5x-*©iif-§«3 

[0 15 9] IS^S^gll 6 0 0fig#©y*y 1 8 

0 (Hi, 2#BS) fc^LTV^5^X^-^f-l 6 0 

gnizant Key) 1 6 3 1 fc t< tt^-^^^IEft** 
ffl^r- (/yn^fy h*- : Non-Cognizant Key) 

1 6 3 2 «rtt*W1-. ^-^*WEft**ffl*- (Cogn 
izant Key) , X-^^^tffE^*S;ffl^f- (Non-Cogni 
zant Key) |COV^T»4, 

[0 16 0] 6 0 1I4 X ll A<Dyu~ 

«fc (3 E^S^ga©^ * y fcfttt3iifc8M&*--c*> 

«»©B»?¥ft«lIfc*a«*- % WttfH l l l^t 

5. f^A* I DI4E^S4gll 6 0 0©*WP?*> 

^©SaSiJ^-CfcS. i©^V^ID«:^§|$n-CV^T 
t«tl\ ^-^^WCft^FSCffl*- (Cognizant Key) 
16 3 1, (Non-Cognizan 
t Key) 1 6 3 211 tlVPilOEft*- Kt^tfLfc 
X?fc9, «»©E»S4Sttlc*ii©*--efe5 0 
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[0161] KBm&mm 1 6 o o \*®z.ti%T j * ? 
X'hmm&fci 6 2 o\z.mm$kt lt©tV*? i 

D (Disc ID) 1 6 0 3&mzsi&£tlXl<^frk'ofr 
ZtkMtZ, fEi^tl/C^illi, T4*? ID (Di sc I 
D) 1 6 0 3£g£H1L (Bl6(CfS^) , !S£S£iVT^ 

l < life e,a» &nfc«i«:sa.jR*ft«©*ife-e 

T -4 ID (Disc ID) 1 70 l$:4j*U 7*4** 

(Bl 7tffi3) . r^^ID (Disc I 10 
D) 1 6 0 3i4^©x4*?ICO>£ofc;Jxff,fc^©T-, 

y - y rfciffcftifr*- 5 r 1 t> wefts. 

[0 16 2] !E®S42§1 6 0 Oil, &IC-7^*-dr- 

HfcSflMlltti ftEfcSilfc;** I D (Stampe 

r ID) 1 6 8 0 £, r-f^? ID1 6 0 3 T 
-f **@*P*— (Disc Unique Key) 6 0 21" 

[0 16 3] T^^-^-fcSftfflfftirLT©*^^ 
- I D (Stamper ID) 1 6 8 0 tr 4 ** I D 1 6 0 3 20 
i^fflV^X^^^H^r^r- (Disc Unique Key) ©£& 
tTtt» B 1 9 <fc 5 -fay? 
«*8»ftJBV*fc/>y$'»H»fc'T;i*-:*- (Master 
Key) tX^y^-ID (Stamper ID) tf-f^^ID 
(Disc ID) S:A*L-C^e>nfcfe**fflV^5«10* 
SH\ FIPS 180-l-ejt»e>*lTV^5^yS/aH*SHA 

I d (Stamper ID) t 
ID (Disc ID) fc©t*y h®Bfc,fc 
ixST-^SrA^L, -t © 1 6 0 f ■> hOffl^jd^i^S 
^r-^gro^^rxW^^H^- (Disc Unique Ke 30 
y) t LX&fttm 2 <D%mimMX% 5, 
[0164] ±iELfc i ? fc, I D (Stampe 

r ID) 1 6 8 014, feW^ftr^ *?WEft*iiT^ 
5i^gft$&1f#T-ft<), *©Kaus.fctfR*lti3ii 
fc**y/<-ID (Stamper ID) SrfllflJ Lfcx^ 

(Disc Unique Key) ©4j4fc <t*©S#&gf4, 

[0 16 5] £©J:5fc, *38W©*jfcfc*iV*TH: 4 # 40 

&<Dm*iuL%&x<D*m*m'zfmtm&%®tt. e 

WjIt'W *?©*&*$ fcfi, fcixJiLS IRilc 
*8teiiT*£fc«iMftfci*^©*bafrjlffi-5i* 
fcfcur* * ^. T 4ft«©T i- a >x y 

&s$©@£j&#yiK£)s snsawrc* <o , $&it $g 

Scot, ^flm©a.&©l<r£tttf&<* ^ayf 
[0 1 6 6] JbfcLfciSK* /?y^-ID^gS£ 50 
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&&5#ffiT-©^i3c^ft!9 Wt-ftS. £©8H&fl!r«© 

[0167] BftS4&fi 1 6 0 0 14, Eftr i 

<D®GMX'hZ>*4 Yfr*- (Title Key) £P£-5§-$ag 
#S150 (Bl, 2, #1) IdfcVNTyy/Ale, t 
L < fife b U©£© f>llfc«x.tfa»«4^©*jfc-C 
&J*1 6 04 U r^^^l 6 2 0 {CE^-f-?). 

[0168] $ fclC, r ©eSKfcltSEfc*- fW 
-*8W12^;fr5t (Cognizant Mode)j&>x-:?#fi?#rfH 
®£it (Non-cognizant) *>Sr$-f7 7 1 6 3 

3 L, r -T * * 1 6 2 0 ICE®*- K 1 6 3 5 SrRJW 
3. 

[0 16 9] r r-C, 5»-*«WflE»aSe (Cognizant 
ModeJfeitfx-^^flffEi^S; (Non-Cognizant Mod 
e)(COVNTIftBJ1-5„ 

[0 17 0] =iyry^{4^mi)ib^C«)3y7 L y 

9, £3l5tt©&|5]i§fgiLT©5C DTCP (Digit 
al Transmission Content Protection) v'^y L A"Cf4=' 
'^—IHftlflta (CC I :Copy Control Information) t 
V*5#ftfcJBV*T#fcL-0*3. = tTHMflflMR (CC 

i) tef f ^^©i6*k:i6CT2«ii©fifewtcjjsae 

[0 17 1] x^!)/-> a y^-K-'fy7-f^ 

(EMI : Encyrption Mode Indicator) 
v¥\Z.hh S y \fy h©±{42 fc'-y h^tot= tT-W 
WDTfl (CCD £i£3p<;*=XA-e&?), ^IrA-r 

[0 17 2] EMI |Cj;!5*©/^y h©Bf-^{b^-K 

So EMI SrIEEE1394/<-y y h^^yidg< rttcj; 
9, $(HJ»ttfl*ttMPEGtei3!;si by -A (MPEG t 
ransport stream) <D<$\Z.mib&tinX^Z>i&lb&%.^ 
t-fH»W* (Embedded CCI) (tl) £&9ffl-fwi 

[0173] B20ICIEEE139 A*try h7*~ 
b%^1- 0 7—974*- /UK (Data Field) 4=(C 

14, **7*-^ 4 B^r-*^, l^/py/yy^l 
»*Jx, afHWIWMI (CCI) iL-C©^y*y7° 
•yay-t-K-^yf^-^ (EMI Encryption 
Mode Indicator) tt'tyy h^yfiZhSS y¥yh 
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[0174] EM I © 2 hfflf*tt % RSfcfcJSXT 
Katf-*WIB*atf— (Copy Free) fc*U 

tt o i tt-fltfta r-ofB** «r«4 = f- 1 s;** 

S'a > (Copy One Generation) fil 0 fimfji& 
©Copy One Generation SE&Sftfc^©, ffaf 
-#gjk £JvtV 5/— a t°- (No More Copies) 

Itl lllayT^i!!) !> a £H*Jfc 
■Cfe 3 3 t°- (Never Copy) 10 
[0 17 5] D-VHS^-K7V*?©.fc5*Bft 

IC, Efik^fKJlftii^CC I (Embedded CCI) ©Iff 
(ex. Copy One Generation^ £> No More Copies 

^) «r&S4:-tir*\ EMl©HIW>*fr*.tfJ:v\ £v> 
5 IMtfffttff*- * #*P#f (Non-Cognizant) E®* 

[0 17 6]-*, r 5v^ofcatr-«tpflMifcai5fc 
ft©i|0f#fce>36»i:»St»**fCV^J:5ft7*— *jx 20 

h (fc£xffDV7* — ?y h : DV-format) fcj3V*T 
tt, CC If4=i >ryy<E>-g|5i LT£i£-f3r t/jSt? 

ic«jf>ii*nfc3tr-iH«flfa (cci) »6&*c 

CI (Embedded CCI) fcPf.£ 0 St, a ^f^y 
fc£*Vt&££tt5#-a\ fift&^CC I (Embedded C 

ci) t>3yryytl^«{cmt-§-{b$ttTfeM$^ Sfe 

ii^-CC I (Embedded CCI) ©jfcft©£JEHHJ8fc £*L 

[0 1771 BfiiELfcEMI ©2 bfjx h©af 30 

HH8fflr»fc, S»i4*CC I (Embedded CCI) i©3? 

&5E&T'<>i EMI fcit/ffifeji^CC I (Em 

bedded CCI) ©»#®3t-m»tt«©E*f&fffc5. 
L^L, Sfcii^-CC I (Embedded CCI) ©fl?#fig;ft© 

/i^llr'M^I^ EMiiiHfrfs^ fflfcii 

*CCI (Embedded CCI) OJWrttHEfTLfcV^ 

[0 17 8] ayf^ynftUi:, BJf^^iJay 

ryy©-9Jt LT£i££ftfcffifc&^CC I (Embedd 40 
ed CCI) ©IfffcffoTa^yyiifcfciefcl-aB 
fifcfrSt*T-*AWf (Cognizant) E&#5£fc^ 5. T~ 
(Cognizant) fERtt £* r-^*HWf (Non-Co 
gnizant)E^^-Ctt N X-*#$#f (Non-Cognizant) 
fSfly^CO^aifta^CC I (Embedded CCI) ©Iff 

*frfcfc<-Cin$h AWf^lKHiSL^I-v^, 5C 

DTC P©/W— /V't LT, ^©^Ig^nyx^^^M 
P EGx3- KLTT-J-n ^*H*a»e>ftfcffi*fc»jrt- 
5 fcOfctt^oaHSHt^-^ <SWfEft*a; (Cognizant 
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YvmTm&zft^w&ftT-tmw&tt (c og ni Z 

ant Mode)Sr|lfTl-5«tgS:*tTV>5C. t^£-ST'fo 

[0 17 9] L*>L*fc, r-^fcWESfcfrst (Cogniz 
ant Mode)Sr^f-f5>/cfe{CI4, 3 y-r yy©-^ t 
TSa&&*ftT^3ffi»&*CC I (Embedded CCI) © 

gnizant Mode) SrHtfi-3©tt*tlCS|f t ft3#£;4S 
fe3. 

[0180] Sot, nyxy^^EitSfcsW 

(Cognizant Mode)£Hf?U Sfc^&Sx-* 7*- 

vjx h©3^xy7lS»B#t|j:, x-*#ft?#fEi^3S 

(Non-Cognizant Mode) £Hfr1~ 5 £ V^of^, M#©E 
»#a*Hfr*- 5 r t kit*. 

[0181] l-^TWayxy^lci^LT, 
fftMVrfR&itt (Non-CognizantMode)©E&L/HTfc> 
4^«8fcff£-f3. 4rc, iitlftMCCI (Embe 
dded CCI) Sra#Tf#57*— ry hSrftoayxyy 

5t (Cognizant Mode)©^|!frf 3$$fc#£1--5:: t 

[0 18 2] z<DXoit, 2 003-trHHtWMI, 1*4 
fr*>EMI iSfc&^CC I (Embedded CCI) 

*fl¥#rE®#5t (Cognizant Mode) SrSWrfSaUBi: , 
T-:x-#fl?#rE&;fo£ (Non-Cognizant Mode)©E^?T 

fitW; (Cognizant Mode)T*E^:Lfc3>Ty7i:, 7* 

— ^IBWfBfifcfra (Non-Cognizant llode)TEfikLfc 

[0 18 3] -ffcfr*), r-^^?*fEii*ii: (Cognizan 
t Mode)T?3^yySrE»Lfc»frKttEMI fcSft 
ii^-CCI (Embedded CCI) ©2X*©3 f-ftOflfflf ft^ 
HfrSllS*, x-^^jUffE^*^ (Non-Cognizant 
Mode)T-=" yx^7©E«i^lltT$tLfc^-g-tt x EM I 

fl, ffife^CCI (Embedded CCI) ©M 
•f#fT4b*i4v\ ^©^ E»JSE#±©EMI fcffl 
©ii^CCI (Embedded CCI) £?S&ftl3 ^ •) , •?:© 
W#*ft?5i:Sa^4t5*:«>-ea!)5. *oT, 2o 
©3 ^HMWIMI«>7>^tr«£$««v^«>K»:, r 

- ^ *P*f Eft** (Cogni zant Mode) "CE^ $ Jxfc 3 y 
r>7lt X-^<5?tffE^*S; (Cognizant Mode)*- 
KT-©E®S4toSSrHffU» r-^^^fE®** 

(Non-Cognizant Mode) "CE® £ ftfc 3 yx^7lix- 
^**WE»*SC (Non-Cognizant Mode)-?— K"CEH 
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[0 18 4] rcfefew z<DT-fM$tm®tt 

(Cognizant Mode) k , T (Non-Cog 
n i zant Mode) k £ $ o ft < S'J OB&tt kt2>Zki>- 

[0 18 5] ^^T'*||^0«^T-f4, ^©2o©fEIS 

l-ftfc^T-^WfrEft** (Cognizant Mode) 10 
£, T— 9tkf%VxW%.1j'£, (Non-Cognizant Mode)©!^ 

RKDm&msmt LxtkrfLLxmmzmtiLktzz. 
tx\ m&szvmmtticiszx 2ooggK*w 

<oxht>, 

[0 18 6] &*8jfcfi, T-tMtfm&tt (Cogniz 20 
ant Mode) GfiUSa&ftfflR (S4^|Cb£>g) fc LT 

©usHHk, a#»3i«4ritffl©*- (x-^«¥*fE»^ 

5tffl*- (Cognizant Key) ) £T-*fl?#rfElS#5S (C 
ognizant Mode) \Z 1 5E^4fcttlf 4«rfTX.5*fg$r8f 

r-*2MWrlBfifcfrSt (Non-Cognizant Mode)fE& 
$©$&{#$ (ff4«Ftt^5) t LT©flf#{k 
«HMt4*ffl©*- (^-^^HWfBfcErstffl*- (No 

n-Cognizant Key) ) T - ? #fl?#f lES!:£5t (Non-C 
ognizant Mode)K4;5f2&ifcl4?f££fT;i5$Bg£j# 30 

[0 18 7] 0tRl4\ ^-^j!WE»* 

S (Cognizant Mode)Ti2ifc£ftfc:3yT>'yfc:oV'* 
T, ^'^Ir^StLT, fc5W4r-*©&g;, fB^ff 

^ (Non-Cognizant Mode)©E®ff£$HE©.^£#1- 

[0188] 116, Hi 7|CMoT v =yr>7lE^ 
&S©!ft^£||ft5 0 Eftff&SKl 6 0 014, 40 

(Generation^) ] 1 6 5 0£&#LT, itlfcEftil 
* 1 6 2 0 1 6 5 1 k LX&MtZo 

[0 18 9] 7V**±fcli, Z^OT'-tftk'htt* 
4 y^&ffi&tZfrk^otiimtf&WiZtiK.T-f'gm. 
7 7 4 , ^<D77^M^^ h^-1 6 0 
5, Eft*-K75^1 6 3 5, ^**-*-©1frft# 

[EftB*iltft#* (Generation#n) ] 1 6 5 1 
t5CtaST-t5 B 50 
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[0 19 0] &*>\ Eftjftftci 6 2 0KI4, 7V 
(pre-recording) ifcft##;&S&#} £ ivt** *) , 7Vffi 

*©S4Sr^ii-5fil^i:/ioT^5 0 £©*j*fco 

[0191] (Disc Unique Ke 

y) k94 b»*~ (Title Key) k. T-?MVrmm% 
(Cognizant Key) , $>5VM4, x-f ^EPfi - ^ 

- (Disc Unique Key) k?4 h^r- (Title Key) 
t, T-*#fc*rBS;fr5U8*-- (Non-Cognizant Ke 
y), frvf*i*>©&gii:£»E>.>'f h/i-@^F*- (Title 
Unique Key) ?:4fi£i"-5 0 

[0 19 2] 1-&fc>*>, %M*-YfrT-9fm&W] 
(Cognizant Mode) T'fe^^lCli, x4**@*T3r 

- (Disc Unique Key) k$ 4 h/Mr~ (Title Key) 
£, T-*$|frf5&;fotffl*- (Cognizant Key)i#>e> 
*W (Title Unique Key) &£j*L, K& 

K#7*"-**jWfES*i (Non-Cognizant Mode) 
•efc5S^{CI4, x (Disc Unique Ke 
y) kfiJhfr*- (TitleKey) £, X-*#$#f!Elt 
jj&ft*— (Non-Cognizant Key) i P> £ -f h/W@^"dr 

- (Title Unique Key) £r4j$-f5 0 

[0193] BuiELfci 5 T-tmmmi: (co 

gnizant lfade)EftJS©8H&tt«£ LT©HF#>fls, £-S§- 
&3St£j£ffl©*- (f*-#j*mB»#5tJB*- (Cogn 
izant Key) (4, r - * <5?*r!2g«f 5t (Cognizant Mode) 

U X— ^^fiftffE^S; (Non-Cognizant Mod 

e)iB@ffi©S^^«t LT©Bg-§-ft, tt^aH^fifeffi 
©*- (T-*#$W§2@#5Ua*- (Non-Cognizant 
Key) 14, r-^^^tffE^*S; (Non-Cognizant Mode) 

^f- (Cognizant Key)Srffi^5-i\ $>5VM4y f -^^ 
tfE&^Siffl^r— (Non-Cognizant Key)Srfflt^5^©— 

[0 19 4] Lfl»U P5#©*-*»*ftL, P?*-K© 

d©*-Kifc£7*o-fe^«mcov^T» -t^bt, 

^^©EftfcfWAWflBft**; (Cognizant Mode) 
fcioT^fft5*\ t'-^^WWES** (Non-Cogn 
izant Mode) T-Uff-f 5 frZ&fetZ 7°a-feX|COV^T 
H2.1«:fflV^TRW"t5. 

[0 19 5] S*«lrf4, 3yxyyffi®|4, T*t5Pi 
!7 r- ^ ^?tffE®*S; (CognizantMode) \Z i o THtT1* 
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ft&^CCI (Embedded CCI) t ©*g££4 C- cF-frft 

©WHtttfet), rwi^ftji-g-ie, x-*#fl?#fia® 

(Non-Cognizant Mode)T'(OE&^a$rHtT-f So 
[0 19 6] 12 2 lO#^T5'7'{COl>TllW1- 5o * 
f-^S 5 0 0 1 m EftSKtt. • 7^—7 

IC, ffifcj&^CCI (Embedded CCI) li. ^VrVV<F> 
rt&KSfc&tft-CtJ*), ?-97*--ry h©##r# 10 
^fcTfciltf , S*jA^-C C I (Embedded CCI) Oft 

lEgfcfrjS (Non-Cognizant ModejTOiE&feS&llfrf 

10 19 7] f-^7*-Ty h©AW#W<?fc;h, 
tf. *X5>7°S5 00 2|£ii^ G£§g1t#. 
(3^f>y) Ora-Kfcl, Sfc&^CCI (Embe 

dded oci)©»*is9. HSr^a^^se^sA^iu^-r 

5 0 ayry^joil^afeji^CC I (Embedded CCI) 
HLSST. (i>a-F) $*VOfc!>, Sftii*C 20 

CI (Embedded CCI) 0>ft&R 0 (fa- K) 

Eftft if©Rfc, ««HH&asfl!Lfc:ttffl $ ti/t^S ft i*a 

I (Embedded CCI) (D^Sl "5 /JST-tftV^Tr, x—^ 
M$VfW.Btt (Non-Cognizant Mode) T'OlS^fea^ 

[0 19 8] ZTy^S 5 0 0 2<Dt~9 {.^VfV 
y) ©fa-mi, Sft&^CCI (Embedded CCI) 

H$f&s# ^-efe 5 testis * 30 
rs^s 5003 t*jvvt, mmmm\z#tz>3.—fA 

fifths m*imfe£tiz. z<D&mt. *-—f<D 

fr£;h,<5*T 1-£*>*>^-r 

4v\ »~ FAAfciSrW^aitfiagtffa; (Non-Co 

gnizant Mode)T-©iE&&a}i£ri s fcofc^£tt\ 9 s - 
^*WrEfi*t (Non-Cognizant Mode) T-WfES^a 
tfS^TSftS, 40 
[0 19 9] *7-y7°S 5 0 0 41^1, ^ 

f^Wyf. (ex. gffx-*) 

rW*ler-*#fi?tf*-K?©E&&a©ll 

fT»6#fc««*tt» ?W#**f!Bfitfr5t (Non-Cogn 
izant Vode)X-<DWM$m&Mi£tlZ> B IB]g#ftVMI 
T-^fifffia©*^; (Cognizant Mode)T*©lE® 

&a#nff£*v5 0 

[0 200] 7 f -*rffilrGft££ (Cognizant Mode)!* 
©12@*&a> fcitfr-*#tf*rEft#a; (Non-Cogniz 50 
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ant )Me)V<D&m&m<DJR%*mRfi\Z.Mfi'SSm%$k 

fc, r-^HWSEfltfrS; (Cognizant Mode) "CCDIES^ 
"regftm-g-li. S+ftfC^-^HWflBft** (Cognizan 
t Mode)T'<£&a/5S»T£*t5ri(-&So 

[0 2 0 1] jt&ftLfcfcSfc:, IBfirt-KSrr-^DWf 
IB^#5£ (Cognizant Mode) £ tfc^tt. r^^^H 
(Disc Unique Key) b9<< hfr*~ (Title Ke 
y) b, T-9t$%iWMttl%*- (Cognizant Key)i» 
P>*-f h^H^T^— (Title Unique Key) £±J$U E 
MS:*- KStt— *#fl?#ria&:£5t (Non-Cognizant Mod 
e)£UM§£l4, rV*?@W3— (Disc Unique Ke 
y) b94Yfr*- (TitleKey) £. rW^MWfJBft 
;frs£ffl=*~ (Non-Cognizant Key)£j&>£>*4 h^H£* 
- (Title Unique Key) ££f£-f 3 0 

[0 2 0 2] 94 Y^m^*- (Title Unique Key) £ 
J*©Afltfejfc#ifc*B 2 2 \z-J--f 0 m 2 2 tflrf J; p 

(Title Key) tf^X?@t^- (Disc Unique K 
ey) £, X-^#rI2S^5U8*~ (Cognizant Key) 
(x-^&tfrfEgy^S (Cognizant Mode)©J§30 . t> 
L<li, X~*#$ffiKgtfr£ffl*- (Non-Cognizant 
Key) {T~-9#M%x&m.tt (Non-Cognizant Mode)© 

FIPS lSO-lT^ft^^TV^/^y^^HilSH 
A- HC, 7^^-^f-!:7^MD (Disc ID) £ 
T-ffflr&mttRl*- (Cognizant Key) (x-^^f 
^fS^:*^; (Cognizant ltode)0>8&) t>L<»tr-^ 
^WfEfik^Cffl*- (Non-Cognizant Key) (r-^* 
^ffE^S; (Non-Cognizant Mode)©^) tO\fy 
hi$^J:*)4^$ti5T-^^A*U f©i60 br 

(Title Unique Key) t LTftffl"f 3«2«>#ifoWfiffl 

[0 2 0 3] ft*3, _hSE©8ftlU-Ctt. (Ma 
ster Key) h 7. 9 V'*— I D (Stamper ID) 1 7 4 7 9 I 
D (Disc ID) a>P>7M 7 9 m^*— (Disc Unique Ke 
y) £4j£U rtvt^.'f h^^r- (Title Key) b=f- 
9mWmttm*~ (Cognizant Uy)hL<\tT~9 
ftf&SiWMttft**- (Non-Cognizant Key)ri>t>*-( h 
frmt**- (Title Unique Key) ZZtlZhQE.J&tiiZ. 
9lCLTV>5*\ 7^?lt*- (Disc Unique Ke 
y) Sr^St LX-T79-*- (Master Key) J * 
9 I D (Disc ID) t94 Yfr*- (Title Key) b, f 
-■fffltrKMttR*'- (Cognizant Key)tL<l±7 f - 
9 *<Jf*fB»**ffl *- (Non-CognizantKey) t>> P, Eg 
^-f S/W@t^r- (Title Unique Key) ^4^LTt J: 
<, 4fc, HA'*- (Title Key) £ffl<,vfC, -7 
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*9~ (Master Key) bT4*9 I D (Disc ID) 
t, T-^tfflfEfcfrsUI*- (Cognizant Key)t>L< 
tt^-^^jHtffEfttrSffl*- (Non-Cognizant Key);!)* 
b94 h/Ug^*- (TitleUnique Key) f@S©@££ 

[0 2 0 4] fc£*.tf±£©5CDTCPfc«£*Jx.5 

PEG2CTS^y h-C6nSS*L5»*#*>5. fci 
x.tf.'IfiaftaSSrgflrUfc-fey FhyT'jK^^ (ST 
B :Set Top Box) £ OftjgfcGftttK 5 CDTC P 

m^xmtzm^ sTBnmmmm-cm 

£4xfcMPEG2 TS/^ry h£ I EEE 1 3 9 4± 

[0205] fE^S4^li eooiifEfe-f^t^r 
yyr-*£::©TS/^y h©jre£«U if&Lfc 
TS&S3M3:3 0 OKfcVvC, #TS/^y hSrgflTL 
fc«f*WM|-CJ!>SATStrf«irtS. ft*5, ftKSMIL 

Ktt, ATSiatrHMWMl, $bfc«l©flMR£|a* 

[0 2 0 6] ATSSrfWPLfcTS^y HSrXfl (0!l 
xtfX=32) M^T, l:/n yy©7nyyx-y-;$S 
»J* (B5©±©H*JS) S*U Hi 6, 17 ©TIM: 
*+i 5 fc, fcWHbf*-* fc LTA^)§n5^D y y 

6 0 8) THWS*L5 3 2br J /h©ATSS:£tr:/ny 
*V-K (Block Seed) *K4j*Lfc>^ 
3— (Title Unique Key) t^f>, tO^n^^Of- 
^SrlfcS-fb-fSirCfcSyny* • (Block Key) 
tftkl&l 6 0 7^tL5 o 

[ 0 2 0 7 1 j 7d y y • (Block Key) ©£$#£ 
©#J£H 2 3 fc^rf. H 2 3 fW\ ftfe 32fyh 
©;/□ y 9 • K (Block Seed) t , 6 4 fy h©* 
-f h^S^f*- (Title Unique Key) t^b, 6 4 f y 

FO^Py^*- (Block Key) «r4*f SfiBfSr 

[0 2 0 8] ±at*f W 1 Wt» tg6 4ty K A!U 
A#*Jl«l6 4 t'y hO«#Hftfrttifl 9 
4 l»*H#*- (Title Unique Key) £ ©Uplift© 
U y y i/- K (Block Seed) & 3 2 f y h© 
Sic (=>y*9>h) fcilSgLfcffiSrA^LTI^-SHbL 
Itte&k-fvyt*- (Block Key) t LTV^S. 

[0 2 0 9] #j2tt % FIPS 180-l©/Ny->o.||i:SHA 
- 1 SrfflV^fcWTfc*. h/UHt*- (Title Uniq 
ue Key) i/n^^y-K (Block Seed) SriftBLfcfil 
SrSHA-lKA^U *©1 6 0 fy h©£H^£, fc 

*.tf Tffi 6 4 t'y h ©^ffl-TS ft t\ 6 4 f y h (c 
flil$)Lfcfc©£7nyy-*- (Block Key) i LTl^ 

[0 2 10] ftfe\ ifST-Jir-r^^il^- (Disc U 
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nique key) , 9 -i Y^Wfa*— (Title Unique Ke 
y) . 7*Py**- (Block Key) ZZtlZtlQL&tZ&l 
Z&WLtziK fctxff, T4*9®G*- (Disc Uni 
que Key) t94 (Title Unique Key) © 

£f££2mi-5rtft<. ^Pyy^iKv**-*- 

(Master Key) h *9>'<— I D (Stamper ID) hT ■i 
*9 I D (Disc ID) t94 hfr*~ (Title Key) b~f 
nyy^-K (Block Seed) fc, f-timBSO&R 
=¥— (Cognizant Key) (Cognizant Mode ©}§•§•) t> L 
10 <l±T-^#«f*fE®^ffl= 3 r- (Non-Cognizant Key) 
(^-^IMWeft^C (Non-Cognizant Mode)©|§ 
£) SrfflV^TT'ayy^- (Block Key) ££j&LTk 

[0 2 11] 7Py?*-#£j&$ft.5£, 
T'nyydr- (Block Key) ^m^Xzfn y 

Bt#ft1-5o mi 6 x l 7©Tat*i-J:5K:. ^ny 

^ K (Block Seed) Sr^tf^n y Vf— ^©5fe^© 
3?l~m/W r- (fci:xlfm=8) (irUyy-1 
6 0 8) $h,TBt^k^t-fr-f s m+l/VHH 
20 Mc^T-9tX'^^ritl 6 0 9i"5. ft3b\ 8f^{b£ 
tlft^m/M hcpl-tt^yn^ • ->-Ki LT©^1~ 
hfc^*4i5. irW'y^ l 6 0 81;: J; ft, 
7t^m+l/M h^©7*Dyy7 f -^tt % Bf^g|# 

fcfcttfFIPS 46-2T'^S^ft5DES (Data Encrypti- 
on Standard) £$^5rt#Tt.5„ 

[0212] Mill Lfc £ 5 icyo y y • Ktt 

li, atfHBRMMKCC I :CopyControl Informatio 
30 n)Sr^4*5^iiSprtltf&i?, T-^flWrEft^SC 

(Cognizant Mode) T*©E^a^H^T Lfc^ldfi, 

3 y r >y r - 9 ftU\zmtb&±iitz =■ f # 

(CCD T-*>2»a«)ji^CC I (Embedded CCI) £*t 

W&tt (Non-CognizantMode) XtDB&WmZM'iy Ltz 
»frtHt» l2 0T«Lfc^y K^y^±©EMI 
(Encyrption Mode Indicator) SrSl* Ltz ^ t°—ffl®^ 

[0 2 13] 1-ftfr*>, r-^WtflEfittra (Cognizan 
40 t Mode) |C«fc5 ^fflE^feS©^ x-^SPrt©** 

hr-MUtt* (cci) (^S<5< 3 f-fflipflSfa 
«r*tr^ny^S^-Kfc,' l«±©/^y h^P>ft5^ 

u?9t-9 Ltzmm^m^mm^mn u r 

-^*#P*fEft** (Non-Cognizant Mode) ICfcSff® 
Eft«aa©«^, /<4ry hkl^S*l5 3f-«»flf«t 
Ltoiy^ y^y 3 y • K • ^ >f-f ^-^ (E 
M I ) K£<5< a H-MWimtlStt'/v V 9 >~ K 

50 [0214] rri?. mtm%T»=!l)XJ*<D7a 
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y9& (Afflux-* ir^CX) #DES©±9lC8/W 

mttZZkV. JSR6<m+i/qH£l»o^p 

(0 2 15] lynj/^l^^-r^TS^^ 
•7 h©fl«*XfifcU Bf-5§-7/i^!JXA©Aai7Jx- 

£\ 19 2*X=m+n*Li«!)ioJ:9CX > m s 

[0 2 1 6] Bf#ftUfc^m+l/<-r hfil»©^ny^ io 
X-?lM#&3©$ftTWj^ill~m/<-f hx~* 
iifclcirl^:? 1 6 1 Ofc±98££*l/CI**fl:3i' 
f^l 6 1 2 tUSSl«:i 6 2 0(C&*|<j£ix5 o 

[0 2 i 7 j u±.<D&mz£*), ^yfyyu^Dy^ 

p^' >- K^££<$^-C&$£tl5:/n ytmnft 

[0 2 181 ±a$©J: *«WJ-cri, flfcftf 3i£*t 

ft&ftW&Sfi£tirO>5©T\ *©Eft$£ft£ft!L©Eft 20 
ff4*Ki48»tS?fft»ll4, '>&< fcfcl^— iftft. fo5 
v*ttxW«:EftLfclSfcttfll£ftfc^**-*-©1B: 
ft <t 9 Hi UMttft*#1-5E»W£»-Cib5 £ k tfft 
S\ tft^ff£^£fc5&#i£5 0 

[0 2 19] ^O;/^^-tt±5iS(0j;9t-X- 
^«P*f!B®*S (Cognizant Mode) ©EftO#-§-fi % x 
— *#*fEft#ajfl*- (Cognizant Key) |C2-3^T4. 
fiJt^JV X-*#fl?#fEft#i£ (Non-Cognizant Mode) 

eft©#s-Ht» f-^i^wwfcWUB*.- (Non-co gn 

izant Key)|cS^VT4^$tV?)o wftk©ffgHHfcx— 30 
*tt. EftftfcR-©*- Klcm-fSSI (x-*fi?#r 
Eft*^*- (Cognizant Key) t>L< fix- 
Eft#5tffl*- (Non-Cognizant Key)) £f$0$3g-C© 

[0 2 2 0] i-ftfct), x-*fl?tfEft;fr;UB*- (Co 
gnizant Key)!*, h ]} -A* 

Embedded CCI SrWRUT£.KKei:"C)Sff1-6«*Sr 
»o*gfc i lR:©x- ? ©ff£ £ W S ©^ 
4*. Mi, ^©»*«Ffc4vWTtt7 f -^»*fEfik* 
£ (Cognizant ModejTMEftSilfca Vx>y©f?4li 40 

[0221] ramie, xW#IWrEft#syB*- (No 

n-Cognizant Key)tt H EftftK.* h !> -A^©!!©^ 
CCI (Embedded CCI) *R«^*V*xW##*fEft 
(Non-Cognizant) ©Eft*- K©aW6*«fO»» 
*©*-KT?EftSftfcxW©i54*IT*iifc« 

ft$#rEft#5£ (Non-Cognizant Mode)TEft$iXfc=» ^ 
x^y©^tt?rifcV*.fc5fc4o-0*5. fcfc, ff£ 
tta©»»tOVxTtt«»i-5. 50 
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[0 2 2 2] &IC01 8 lC^1-7D-^-V- MC&o 
T, X-^Eft«iStCi:t^oT|lfT$tl5TSteS^ 
& 3 0 0 Kfc H 5 A T S #JP«-g*5 <fc UW#«g: 1 

5 o \z&nz^&m<D&m£fc<DmiZizk ftxmm 

1-5. 131 8©S 1 8 0 1 fcfcVT, Eftff£^ll2g 
%<D/*}) 1 8 0IC&jjflLT^5-7*?-=ir-:}oJ:tfx 
-*!IWfEft#5tffl*- (Cognizant Key) (x*-*«Wf 
Eft^C (CognizantMode)©^) <b L < fix- * #8? 
*fEft#5£ffl*— (Non-Cognizant Key) (x-*#ft?#f 
Eft#5£ (Non-Cognizant Mode)©^) SrgK^ffll-. 
f-f I D (Stamper ID)£f^ 

ffl1% 

[0223] S1802 K*SV*T. Efttt#£KS>Jffilft 
fcLT©xV** ID (Disc ID) ^|t^Eft^JxTV> 
5*>if p *»trKaEl'5. Eft£tvt^*itf S 1 8 0 3T- 
w©xV** I DSrttUJU EftSivtWittfttf S 1 

Mff^^ID^U xV**fcEft1-5. & 
(c x S 1 8 0 5T-li, TXj>*t—b I D (St 

amper ID)i:xV*? I D^flV^T, xV^B^T*- 
4:4*1-5. xV**B#*-ttitefcKWLfcJ:5fc, 
08*. tf, FIPS 180-lT-^©^^TV^5^yv-^HgcSH 

a - 1 *m v > 5 #&^x st ^-icso* < /n y *> * ea 

[0 2 2 4] &f£S 1 8 o 6f;:ii^, ^©-@©Eftw 
fc©Bt©&i LT©^^ Vfr*— (Title Key) 
j£U Eft*— K (Recording Mode) i -*?**-*—© 
Utft##ti:ttT^^^lcEft1-5. Eft*-K (Re 
cording Mode) tt, Hfr1-5lf $8Eft*- Ktf\ x-^ 
iftffEft*^; (Cognizant Mode)r*fc5*\ 
ffEft^S; (Non-Cognizant Mode) ■CfcSA^^I" . 

[0 2 2 5] j^lCS 1 8 0 7t\ ±E©X-f^^@^ 
-t^^h/l'^-t, T-^^fEft^ffldr- (Cogn 
izant Key) (x— ^^?^fEft^"^ (Cognizant Mode)© 
»^) fcU<ttx ? -^*#*fEft*SCl*- (Non-Cogn 
izant Key) (x- 9 ftf&ft Eft^Si (Non-Cognizant Mo 

de)©*g-) b^H**-S:4*1-5. 
[0 2 2 6] ?W h^Ht^-©^©H^7D-$r|g 
2 4 1^1". Bt-^-fegl^g 150 tt, ^7^/S2 00 
1U:*3VVT\ Eft*-K^«t9 7>HS1-5. w©^tett % 
EftS4§f©^D^ 7 A^, EftS4«Srttffli-5^- 

5o 

[0227] S2001 T'Eft*- Y&7-9 ftfffEft 
^ (Cognizant Mode), -fftfr*). Cognizant Eft© 
»£fi. ^fy/S 2 0 0 2 tit*, x^^^H^^r- 

(Disc Unique Key) k94 VA**— (Title Key) t v 
xWAWEfcfrjtffl*- (Cognizant Key)td^ v ^ 
h/V'@W :a r- (Title Unique Key) ^4*1"5 0 

[0228] S2001 T-Eft*- K^x-^*«f|ffE 
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Si^S (Non-Cognizant Mode), i~&fr*>, Non-Cogniza 
nt E&©4§£(4, /fy/S 2 0 0 3 (Cit^TV * ? 
B^^r— (Disc Unique Key) ir^^f hfr*— (Title K 
ey) i, T-91kffl$xW®3ji£.m*~- (Non-Cognizant 
Key) *W (Title Unique Key) £ 

[0229] S1808 T»4, EilffigSttiE&t^ 

f 3 >r yyf-^o«f ftf-f ^T S^y h© 
JB"C$fi1-5. S 1 8 0 9 T\ T S &a#g 3 0 0 (4, 10 
£TS/^;/ hSrgfllLfc^S!fl!fa-Cfc5ATSSrWliP 
i"5. fc5VM43t-fW$ti!«CC I tATS, 
«!Ofl!f«S:iB*#i3*fc**#Jp-f5. S 1 8 1 
0T\ ATSSrftiPLfcTS/^y hSrliftgftL, 1 
7nj'*fcJ&J*+S0!|jfcfifX=3 2C3lLfc*\ $>5^ 
14^ v h ©^T^-f^Ux-* £g{f Lfci^tg^ 

8 1 lfcit^, Xfi, *>6Htt/<*y hiHTST?©/^ 
yF&t^t, l^o ytwfu y^f— trtefatfrtr 

5= 20 
[023 0] ftlr, Hg-^g^g 150ft, S 1 8 1 2 
T\ zf vy 7*7-9 <r>%M<OZ2VyY (ATS££tf 
■fn y>7 • <y— K) t S 1 8 0 7 X'&l&Ltzf ■< h/l'S 

[0 2 3 1] S 1 8 1 3T*I4, :/n y y dr-Srffl^T S 
1 8 1 l-W&fcLfc^Dy^T^fcifrtfcl-a. 4 

*>5„ Bt^ftT/W^yXAfi, fcixJiFIPS 46-2T& 30 
££tl5DES (Data Encryption Standard) 

[0 2 3 2] S 1 8 1 4T\ Bf Lfc 7 b y 9t~9 
SrlSflai#tBft1-5. S 1 8 1 5T\ 

««r*TU ±x-*£lE®LTW«£imi4S 18 0 8 

[0 2 3 3] Jii&CD&mzLtzfriX, ^>TVy<DU 
m&m&T'S>MVTm®tt (Cognizant Mode) bi^ 
14, ?—9%f&$i#Wr& (Non-Cognizant Mode)©^ 40 

-*fl?#fl5i:;fr5t (Cognizant Mode) "CUfT^tlSiia' 

14, ^Tyy©B£#{fctogJ8£*a,5§S;i\ 

IB&frsUB*- (Cognizant Key)fCg-3l,NT£j?££;ft„ 
(Non-Cognizant Mode)T*HT?£;ft3#§-|4, 3^7^ 

y ©WftKaffl $ nzmttT 1 - 9 mm^ms^M * 

- (Non-Cognizant Key) ICg^-C&J&^ftS i t \Ct£ 



s^B*- (Cognizant Key), fc3VM4x-*#fi?#fiSgS 
^"Sffl^r— (Non-Cognizant Key) <D\,^-ffoj)\ |5]— ©dr 
-Srilffl bT£4§-ffl©jg££j£1- 5 r t tf&m t 4 9 , 

[0 2 34] <ttfff£] ftic, 

Ull 6, 01 7mz7FLtz*?y;<-l D^OSMKIfftt 

^fc#*3i*, *fc iI&©x-*§E^fti Liters 

ft* $8©#t a** it«K*ffl Ltmmi&mc^xviL 
[0235] m%omtL\z. x zm%titn£.m to* , 

[0 2 3 6] m 2 5 fc&ffift *©*t i4*«Hl©fcft© 

*ta*m#^£w@K*j£&*+. H2 5t^-r^ 

9f S© AflE*! tt @<Ei-« U Kit % W</P;J5£*,±# 5 p 
Gfs-^?:S?p|c Ltx^y^ i D^©S-fttf $S©'i£P$: 

[0 2 3 7] PLLUli^l 04 114, F G@#SrS*K: 

Sr4^ LT^PlHlK©=&lfiJtCtt«&1-5. 
[0 2 3 8] ^;y^-/i^l/-^ 1 0 4 214, =j-\ 

WfflfflmXM%$\m&.\E\& 1045A~1045DSr^U 

*fl^S«D»fly<A';*SY«S4i-6. 

^i?*^ U-^ 1 0 4 2 14, ®mk'<frX S YICPHH t 

[0 2 3 9] ®2 5\C7fit&ffi®mz#^X\t, 
%>\<>> o^CK \CttLX&&\m^¥ y Y V- h T'^ 

%l*EM& 1 0 4 3 14, WRfc>*ft'X S Y©i±^5 *) %m 

[0 24 0] M££|&£EI& 1045a~1045D 
f4, Wfflft/^^SYUliOaJHfbStt, f-+*^n 
V 9 CK*fiT«1-5M^jM 1 ~M4 
rrT*M^|Ml~M4J4, 7>^AfcJft«ttiSJgfl; 
t, A>oi!iai £HS0 t©IS4{t^^5l4-e&5r 

[0 24 1] &g|Elg& (X) 1 04 6 A~ 1 0 4 6 D 
14, *9 /l>- ; >'7*7\B\&\z£>0ffil$,£h, Zh? 
HM^?lKf#Ml~M4 t, 7^y/N*ID, ? 4*9 1 
D9©8MBflM8©#fy Kb 0~b 3 tni^^^/i/-^ 

*> . 1 D^©sfttt mts umm #m i ~ 

[0 24 2] a^4lHlK 1 0 4 7 14, 2fy h©ft$: 
(0, 1, 2, 3©V^Tix^©{i) R^^/l^n-y 
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5» T—?±U?? 1 0 4 8fi, &&R<Dimzfocxm 

$0$ 1 0 4 6 A~ 1 0 4 6 DOftJMMttiHRtttt?- 
5o W*tfa*R=O©i:#*J|@KlO4 6A0tttfJ 

lis?, a*R=ii:*siJHHiKio4 6B©Hi*aiR, 

SLI£R=2©i#&g[5]ggl 04 6C©tH;ftgft, ftfc 
R = 3 0£#R»@»i 0 4 6D©ffi;fc8&i:1-5. 

[0 2 4 3] £©«MJ£J:9, £f§0S§fi, ftlStSM 
£?|JM 1 ~M4 0tt©**tl*fc 
ct SJBfcfcgtf-f 1 0 4 6 A~ 1 0 4 6 DOftHtMl 
Srl^tLT^fj^ga-fSflf^Rr^iLTV^. 10 

(0244] r-^-fe ^^ 1 049 tt, 
If *S T ^S^fd LTHJtB^^-y*40tt 1 0 4 3 ?5> 
^tti^ixSI^&k^-yDY, T—9 J t\'99 1 0 4 

8©ttWj*ajRHWrf5. rixicii?), Safflfl^/w* s 

a >y.tmM<z>fflmM'<fi-y [ex. 1 1 0 1 1] <0 
ft, T-^-fel^* 1 0 4 8©Htfj£*T&5. 
[024 5] x>f ^^JSfilctt, BrJ£©S«&ffir«*#& 
^fftttcB 2 5 fc**£P0fcfc:|3Vvt4j*3iifctttfj 

«l#j|4*rfcfc4a 0 ^oTJi^©SE^diL^st 

[0 24 6] ±»©#feT-*#iA$ixfc^?gtf ft 
©S^afcO^T, 132 6 &M\i*XVLWir&. 02 6 
fi, x^^kK^SWufc?^ S^/H^fi^DX 
I D^©S^fiSPfttrmf-f-5«#ftia¥ 
gMft*«r*-tB"Cfc5.- PLL0&1 0 8 1 tt, T-i* 

tfrh se*r f> tittf /us^fs-^-D x zmmz. l 

[0 24 7] |5)»!&ffl08§ 1 0 8 2 tt, <J"r*M n y 
* C K^rSSplc Lfcr ^ V*>\>nMa ^-D x©««]fc i 
9n»/<#-y«r*HJU »lilg*tJ:9Efti*©*D»l 
{k^/^SY^S4-f5, M^MHISS 1 0 8 3A~ 
1 0 8 3 Df3, i©tDJHfly^^ S Y, d y 

Ml~M4^tH^1-5„ 
[0 2 4 8]^g[HlK (X) 1 08 4A~1 08 4D 
ft, *H^ftM£Hfi#M 1^4*7*4 S^^SiAl 40 
*DX*r3HlLT3RJttS*feW*t5. ftfc, iiflR 
g08 (X) 1084 A~ 1084 Dli, M$8lffi£M 

i ~M4 ©fftaiticjs err -f s?*/uff4flr#D x©s 

ttSrfi(E1-5iitJ:5 % :L©*JMsa$r$H¥1-5. f 
-f^^/V/S4fS#DXtt, M*Si-5M^jMi-M4Sr 

[0 2 4 9] ^lHlKl 0 8 5A~1 0 8 5Dtt, jj& 
@8l 0 84A-1 0 8 4Dfci9HJ*$*l5*JI»* 
^^^mWb^xSY^SJp^LT^tSrt 
fci9, ^^W<-ID*©»«flMI©»JSi-5K'y h 50 
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?ijb i~b 3 ©mantis cfcit©a^»**a*i- 

5„ n^lalK 1 0 8 6 A~ 1 0 8 6 DI3, **l,eh4*# 
SB1 0 8 5 A~l 0 8 5D±9HJ*$4l5a^JS*4' 
tMMfc^^ s YSrSlPt LT 2 fS«BJi-5 £ fc J: 
9 , 1 D«©8«5tff*©#lfy bb 0~b 3 

[o 2 5 o] _h$LfcJ: 5f-> ^^w<-iDf(DSS 

tiWWi. 4 If? h/<7 WUfc'y h?ljb 0~b 3 t LXm 
ME® (02 5) (CA^Sft, 4*tt©M5Rfl|Ml~M 
4, 4fcsa.»RlcJ:5»adS4*4iTEftSit5©-e,' 

m^on^mLimxm^mmmttj:^ fit. 

M4&£j£i>rtEfcfc9 % 4j*LfcM3R8lfc:J:0. BCWft 
0flr*©«#fcJ:9, D^©g}?g1tft©m 

[0 2 5 l].±^©E^£fc J; 
/<- 1 D 9 . * y- 1 d#^S<5v>t => > 

ry^W^^aH^^-fSIS^ff^Hfifi, 12 2 6 

[0 2 5 2] (x^*ftji(cS£ffft£E») 

8*««©»#a*\ ff4»a©*'*5Wt lt, 
^-^©fcta^wttt&fcST 

.W<ID«f©a«l5fl!f*S:*tji^ Zft*y*-J}**)- 

[0 2 5 3] 0 2 711, **>vU Dl?©8}?Hfffi£E 

©S5Bjtftfi, 7*-f ^^©UllC4[Hi^'93gLE^:$ 
n, »#WfcS*#B4Lfc#&-Cfc8«flif«©E£# 

^.^ y/<- 1 d «©««««, $ &tiS9frjEflF-g-as« 

MCJt*L-CfcftfcJ|V\ «itf 5 0 
Mm^i©^>^^Witb-C^$tl5. X 
^^-IDOflMMW, MQtnEft^WKicit. 3o 
©**«K©1>4»flj|«©*, E^ffi©3t^#tt^^<b$ 

[02 5 4] fit, X?>'<-lD$<Dtfmffi!i. »9 

zvy\=T-9 (bi, bo.) s&aoo©*§£\ 0 

2 7 (Dl) C^i-ipIC 3feS©^>^©^©ia^ 
iii©*^l*ttS:»bS:*4**, M[1 00 0] lc« 

(D2) aifyhx-^ (b 
1, b 0) d\ ^30 1©«£\ [0100], (D 
3) 2t*y hx-^ (b 1, b 0) iS, »ai 0©^ 
[0 0 10] ,. (D4) Z\fy h?-fi (b 1, b 

o) ttliioi*, [oooi] its. mil 
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[0255J 02814, f-fxtftmrnm^mmLtz?. 

&a¥g«$£^Lfc0T*fc5 o P L 116 0 
14, v^/H¥£ff #D X 4 "9 f-t d y ? C K 

[6 2 5 6] l^^ajEKl 1 6 U4, ft^os- 10 
* C KSrS^iC LTf-f v^/W?£ffi-5§-D X coff w< 

{IWi^SY£ttJ;/rf5 0 
[0 2 5 7] ^-f^y^^^U-^ 1 16 214. 
ft^*SY£gtp|CLT, ^^-y^<0 2 7 

i$,<Dffli$>$:X~<Lh±tfZ>i-y7}) >?/<;l>AT 1 ~T 

[0 258] 75y^7Dj»^ (FF) 1163A~1 
1 63DI4, , : tft?tl-fy7yv?;< ) V*Tl~-T 4 20 

J: "9, ^^/<ID, tv*? I D^©1f«fiJgt, ^9 
ITIE^F^^r - * <0# 2 t* y HcfiJ 9 ^ X tz 4 o <D'$ 

7U y-/ynyf\ 1 6 3 A~l 1 6 3D£7s>^LT 

[0 2 5 9] ft;MI&UJIe!& 1 1 6 414, :jlMo© 
7^fD l~D4<D^/h*J^|C < tO < X&y/<— I D, 
x^f I D^tf>if$^, iWjEf?f-*I$cD2 \fy 

(bl, bO) £«-§-LTtti;/]U ^'7W^ 30 
!>77l^&[E]g§ (PS) 1 1 65(4, ft^M^JiS 
E&l 1 6 4<t0ffl^$n52f^ hT-f (bl, b 
0) Sr^yT^x-^lC'^LTa^i-5o 

[0 2 6 0] ±$©f2&#:££4 9*t&£*tfc;*:?y 

xyy<Dli|f#i!i3SSt^^1-5E®S^ll4. 02 8 
[0 2 6 1] ZCDJio^ ^VtVV b\mt£Z>®W£ 

x, 1 mommm? < * t \z.m u 40 

7-9 b LX&Rli-Zmf&b Ltz<DX\ tzt ;Ufc<Z>&a 

/<- 1 Dmrn^tiimm*® 9 ^mmx-h <o , 

[0 2 6 2] ftfc, *Wa#fc*JV^TI4. T^*:7K& 
58HBitaSrx^y/N*- 1 d b LX®feL1t9i%mW1r 

ztK x?y'<-iD\zwtb-f, Tjxtmzgte-ox 50 
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K^SftSf^r** id, ayryj'ScsiiotSS 

[0 2 6 3] ±» LtEIfl^iltt, 116, 

HI 7fc*-f.fc5fc, T—ZMttU&tt (Cognizant 

^**fEft*SCffl*- (Cognizant Key) ) fc, f*-* 
##*fES#* (Non-Cognizant Mode)lE^fflcr>flf ^- 

(Non-Cognizant Key) ) t©S*Sr3SJlttKffiffl 

fr^-*AWEft#j«JB**- (Cognizant Key) , & 

(Non-Cognizant Ke 
y) ©*S:*tttT*J9, *M*-fcS^T=iy^y 

y©«f#ft, m^tmmzfuy? - 

0 2 9, 03 0 fcjjcf „ 

[ 0 2 6 4 ] 0 2 9 f4, T-*AWfBft#5JyB*- (Co 
gnizant Key) ©^fc^-f 5fBfitf?£2£fi-Cfc t) , 

Sffldr- (Cognizant Key) f&W^r-^x-^lcS^ 

[0 2 6 5] 03 0I4, ^-^^jlWEft^SCffl*- 
(Non-Cognizant Key). ©*Sr*1-«E*lf4SlI-C* 

^ffE^Sffl^- (Non-Cognizant Key) ffi,Odf-4 

[0 2 6 6] :nf>OW-feaif|;t5^tll, tv 

[0 2 6 7] [ffifttao/iStlfc-r^^-^-JciS 

LTS41-5&aiCOV>T03 lOfel^nyfHI:, 
'H3 2~H3 4©7a-^-hSrffi^TRW-f 5. 
[0 2 6 8] H3 lOtea^oy^H^flHL**^, 
03 2l;it7o-ft-M:^ot, GL^WMisiiV 
S^teafcoV^T, feaogg^lrtft^l-5. 03 2©S 
2 4 0 1 t*JV^T, Eitff4^tt2 3 0 0 (03 1# 
■0 (4x-<^^ 2 3 2 0^?)r-f^^ ID2 30 2t7* 
U (pre -recording) IE^1ftft#^t y/-?- I D (S 
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tamper ID) 2 3 8 0 ^rSS^-ttJ L, 4fcg#0>*J)*»b 
•7^^-^r-2 3 0 1, 7*-**HfrE»#5UB*- (Co 
gnizant Key) 2 3 3 1 4U^/fc5 W4r-*#flWfE 
^itffl*- (Non-Cognizant Key) 2 3 3 2 &Si*iii 

4V ttBftff4S tft v >T4$ LTx w * * ME* 

[0 2 6 9] 7V (pre-recording) fE*ttft#5§- 2 3 

6 014, ^ftBWtfrTfcS^-f^^t^MftSiifc^ 10 
X^@tOittft1t#T-fe5 0 r©7V (pre-recordin 
g) tftS-^t, T~*EiH$©vX*-*-<DlS:ftg 
*\ 1-t£tf*>KMWk1&t*2 3 5 0fcJfct&l/CB£& 
m<D*I : gt:$M-fZ 0 -7^^-^-2 3 0 114. 014 
© 7 n - 1 J; ^ Eftff &$tt 0> * * !> KfefA £ ixtttftf 
8©&£ttfc®&*--e;fc3 0 7*-*#*fEft#5UB* 

- (Cognizant Key)i3 J:tf7*-*#AWrE*#5tJB*- 
(Non-Cognizant Key) 14, %:\tf:Wf—9Wfc (Cogniz 
ant) £**-K*iJ:tfx-*2MW (Non-Cognizant) 
Bft*- KWCLfc^fA^lCSlg^-ffc^. 20 
[02 7 0] 2 3 0 0 J4, S 2 4 0 

tCteffl.U*:-r^^-*-©1ftft#-9- (Generation #) 
1-4t>%B»*1ltft#-?-2 3 5 0'S:«*tIl1-. S 
2 4 0 3T*f^ftt^7 f -*>m&^BgA^£«£ 
1-5. «£©If*B7P-£II3 3lc*1\ 
[0 2 7 1] 03 30^Try7 p S 2 5 0 HCfc^T, IB 

mn£.mmt, s 2 4 0 1 x-m^m Lfc^nitft## 

i, S2 4 0 2T'^ajLfcE^1£tt#^©^IB£¥lJ 30 

U ^fy/S 2 4 0 475SS 2 4 0 9 %X*y7L 
T, S4fea4:ff^TlcfeSSri^71-5= Sot, 

£ftfct>©-T?fc5#£[::i4, pfSivf. n 

4ttfrb*i4v\ 40 

[0 2 7 2] BP*>, r©tta», ^jEtfUtbT, Sff 
5. 

[0 2 7 3] ^7 L y^S2 5 0 1(Cto^T v 
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-a-l-f4s ^rs'7 p S2 50 2fcii^ ESiff£|lgf4, 
a#©^*y#EttLTV*3P£^fc^**-*-C©1ft 
ftflWSrSfcU ^©flHHfr*'**-*-©^^ St 

[0 2 7 4] ^X5'7'S2 5 0 2t*5V>T, ^UlClfE 

U Xy-yZfS 2 4 0 475MS 2 4 0 9 7" L 

[0 2 7 5] Xry-fS 2 5 0 2[£:JoV>-r\ ^ 

y fcE«£ftfciif^^;**-*-c'©ttfW^ 

*>, tE*Siifc-r^^-*-C©ifi:ft#» IE© 
l*ttft««#ifti-1ltfti:H-i». $fct4^it4 9 fcffl, 
V^§-£\ ^f?^S 2 5 0 3 tit*, SS^Ot- KIC 
*f£-f5&, i-4fc*>^-^»«fEft^ffl*- (Cogn 
izant Key)tL<tt7*-*#AW^#5tffl**- (Non- 
Cognizant Key)£, S4«Bgg##0ftr LT^S^if 0 

[0 2 7 6] XT-yfS 25 0 SfcttlvC. |E^R#©* 
-Kt^i-58lt?fe5x-^^«fE**S;ffi^- (Co 
gnizant Key) L < ttr -^^HWffifit&Affl^f— (No 
n-Cognizant Key)*:, ff £$$1 g #/5 5 3rW 
3\ S4i>nifc«3et«. E*$ ©*- Klc»lSi-5ft 

(x-^/5fffE^SCffl^r- (Cognizant Key)fcL<l4 
7*— *2MWIE*#StflI*- (Non-Cognizant Key)) 

[0 2 7 7] ft£.°imt®fe£}Xtz%£\* y XT-yf'S 
2 4 0 4 ICiitf. S 2 4 0 4 T*f4, f-f^MD (Disc 

ID) k-?*?—*- (Master Key) k ID 
(Stamper ID) ^fflV^Tr XyW&*- (Disc Unique 
Key) ?:4^2 3 0 21-5 0 r ©*-£$#ftf4, 0>Jx 
14, FIPS 180-lT*^*f)ttTV^^S'v'^MiSHA-l 
(;:, v^^-dr-ix^^^ I D (Disc ID) t©b*j/ 
hjtfeti 9 4***157*-^ *A*U ^©160 1^ 

(Disc Unique Key) t LT^ffltS^ft-^, T^n yt 
ft^mL*ft^1t^y t S=.mk\Z.^Xy--*- (Master 
Key) tf^^ID (Disc ID) LT# 

I2 3 2©^Ty7'S240 2fE^ 



(31) 

59 

mX mM) <D^x9-*~-XfoZ> 0 tL8Eftf}4Slfi 
^rni 9 iff U^ftWv* tT^5 

(Disc Unique Key) S:4*LTt iV\ 
[0 2 7 8J S 2 4 0 5T\ 94 h^H#*-0 

HI 3 4 iC^to »S#«H1#S 1 5 0 tt, y rS2 6 
Olfctevvc, B»*- K©JW*«r*fft5. 10 
14, x^^^i^K^fflLfcSES^e-K (Recording Mo 
de) KS^THfrSilS. 

[0279] S2601 fc*SVvt. Eft*- K#5*-* 
flWrEfifcfrat (Cognizant Mode)T-fc3 <tflj;££;ft,fdl 
•cHi. ^ry/S 2 6 0 2kit*, T-f^^S^r^r- 

(DiscUnique Key) t94 VA?*— (Title Key) fc, 
"f-trnttUmttm*- (Cognizant Key)tfrb, 9 
4 r^H^f (Title Unique Key) £4$1-.5 0 

[0280] S2601 vC, £ft*- K#X-* 

(Non-Cognizant Mode) ffc 5 1 mfe£ 20 
ftfc$§£f4» *7-y-?S 2 6 0 3|Cil^. x 7V*^@W 
=*~ (Disc Unique Key) fc*^ Y/V*~ (Title Key) 
<t, T-^^tfflE^^ffldr- (Non-Cognizant Key) 
bfrb, 94 h^m^- (Title Unique Key) 
1*5. *-4fftk:f4» SHA-lZm-'Zjf&^-fv-y 

[0 2 8 1] ft*S, ±IBOttWCtt, v**-*- (Ma 
ster Key) £ * ^ V^- I D (Stamper ID) t T -i * 9 

I D (Disc ID) ^o7>f^?Bt^ (Disc Unique K 
ey) &£j*U h/Mf- (Title Key) if 30 

-***ffEfi#5tJB*- (Cognizant Key)t>L<l4r- 
*#AWflEfc#Sffl*- (Non-Cognizant Key)ii»e>*-i 

hA'Hj*'*- (Title Unique Key) **:tVetl§Z&t& 
<t5ICUTV^i\ xV*?!!^- (Disc Unique Ke 
y) LX-?Z9~*- (Master Key) t *9V 

I D (Stamper ID) bT 4 7.9 I D (Disc ID) t 9 
4 h/V^r— (Title Key) t. ^-^HWfCft^iCffl* 

- (Cognizant Key) tL<(4r-^*iPWE®*^ffldr 

- (Non-Cognizant Key) h/MI^*— (Ti 
tie Unique Key) £4$L-Ct> £ < . h/P^r 40 

- (Title Key) fcfljvvffc, T**-*- (Master Ke 
y) t * * I D (Stamper ID) t f -i X 9 I D (Dis 
cID) T~9fmfUmttm- (Cognizant Key) 

t> L < Itf (Non-Cognizant ' 
Key)i»e>^-T h^H^^r- (Title Unique Key) ®%<D 

m&£&Lxbl:\,\ 

[0 2 8 2] fc|CS 2 4 0 6tf^ *9frt>1$%ik£tl 
X&ttiZtlX^ is? 2 3 1 2i»fe|Rft^ 

ny9f—9 (Block Data) ^rgg^ffiU. S240 7 
T\ j/^r— ^©ftgg^/'H' \><D~7uy9 • 50 
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K (Block Seed) S:tl/??231 0 IC&^TftStL 
T, y ? ->- K (Block Seed) t , S 2 4 0 5 T*4 
tftLtz94 V^mi*-$:m^X-7'vy9*~-ZQES&t 
5 0 

[0283] 7"cy?-^r- (Block Key) ©£$#fe 

S„ i-4t>*>. 3 2 bTy hwyD^^ • v— K (Block 
Seed) t, 6 4 t> r-©?^ h/V-B^f*- (Title Uniq 
ue Key) bfrb. 6 4 tf y hO^P (Block Ke 

y) *4rt-j-**Mw*»fl-et5. . 

[0 2 8 4] ftfc, iEttW-ettf^**^'*- (Di 
sc Unique key) , ^-^ h/MI^— (Title Unique Ke 
y) , 7*oy^- (Block Key) t-tiT^PJl4riM-5«| 
SrRMLfcAS. fctxlf, (DiscUni 
que Key) t94 WHS^— (Title Unique Key) © 
±f$%MfttZ>Zkti:< y 7u y9Zi:\z-?x9-*- 

(Master Key) t *9>/<— I D (Stamper ID) tf 
^?ID (Disc ID) i^W h/W^r- (Title Key) 
7u y9i/-b' (Block Seed) t x x-* AWrEftfra; 
ffldf- (Cognizant Key) fc L < f4xW#AWrlSft#5S 
ffl^— (Non-Cognizant Key) %M\/^X7v y 9 *c~- (Bl 
ock Key) ££fi)cLT>t> 4V\ 

[0 2 8 5] ■7vy9*-tf£f$,£tlZ>t. *|CS24 
0 8T% Zfu v 9^r~ (Block Key) Srffi^THlHHb;* 
tvTV>5^'n^^7 s -^§r^2 30 9 L, -fel^^^2 

3 0 8 ^LTm^-x-^ t Lxmij-t-Zo <c*j, a# 

9V^#-h/<^ry MCATSAS#iP*il-C*S9, 
R^LfcT Sfea^© 3 0 OlCfcl^T, ATS(cS-^< 

[0 2 8 6] ^nj/^^iT-Bt^^tlia 
AT S Sr^tf^P y ^ • KtS-3V^T4j* 
V 9 Sr-ZR^X^itZftX^Zzfu y9f~9 %'& 

S 24 0 9T% ±T-9zm%.mLitfrzmm 

HS2 4 0 6l^9»9©7 f -^«:«E*liJl-. 

j 0 2 8 7 ] ft*. ±a Lfcf5^S4^fil4, 1 3 1 fc 

TJ^-f-J: 5 1-. T-^^?tlTfE®*^; (Cognizant Mode)!2 

m*J%*~ (Cognizant Key) ) f-f&fflm 
WjX, (Non-Cognizant Mode) Eitffl ©Rtf-ffc, 
aH4^ffl©^- (^-^^DHffeft^FSCffl*- (Non- 
Cognizant Key) ) bnmtzwimzi&mwm&L 

(Cognizant Key) . *>5V^ttr-^*«PtffEfik 
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#aj84f— (Non-Cognizant Key) 0*«r*MftLfc*l* 

[0 2 8 8] LfZ9mmc<D&%%lt£ty ! <(7*-%@. 
■%mt*—7°y9 (EKB : EnablingKey Block) £ 

fcLTVVfc. 10 
[0 2 8 9] ^©B&kKfcttSr-* 
<OUm±W\^WmXh *) , fc5l$j£©^**— 

Jx^hu fc C o A -efift $ ftfcr- 7 Sra-S-f 5 w 

[0 2 9 0] ^JtlCftU fE&j&ftWEKB (Enabling 
Key Block) £fflV>T£i£-f ^->X7A|Ct^ 

[0 2 9 1] 03 5ld(i % Si 3 tH«!©«iLT, T 
/<>r^o^CMKf(EicttM$iiTV^ t B&&©EKB 
t V-y^-K0 0 0 0 

£ / - K*-K 0 0 0 , K 0 0 SrfflV^THSfy - K*- 
K (t) 00£4$U ZiX*m^XJl$i*7 t <<7* 30 
- : K (t) media&fc<&SH t «r;jsLTH5. r:t'# 
fcK (t) mediaft, * ©E»i#Of-^OES. ff 

[0 2 9 2] 4ib\ 0 3 5 tfe»t5^HB»1!tft## 
(Generation #n)li, ^T^T^f— fdjSV^TH:^^^ — 

t£<*r?*sn >t LXW>J££tlZ. 

[0293] &mm£.mmi*. tct^t. t-7<ae 

£tltz.m^ 03 6ld^1-7o-^-v- McioT^O 40 
EflaUfttB©*^ 7*- : K (t) ■ediafctWU 

& K-t ©Silver 9 ± * tc&ffl-r 5. 

[02 94] |3 6©^f'y7S2 8OlOEKB©0 
^r^£S2802<DEKB<0&SW:, *JvCTlB 1 4 

o^y7si-4 o 3jo«kt;s 1 40 4 tmm<Dimx 

[0 2 9 5] ^T5'7S2 8 0 3lCt3V>TS®S4^S 
\t*T47*~-K (t) media£7-K*- K (t) 0 
OT-Rf-^fcLfcRf^En c (K (t) 0 0, K (t) 
media) £E&J£ft)&»t>&*r3N ^fy7S2 8 0 4f 50 
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ZtlZ'&^LX/TjTZ—Zmto bLZ<Dft®U%. 

mmm 1 1 1^1-7 y -m&<r>?^7frbma, -t 
&*>*>!) #-7 sti/cvtuf, ^r-r 7 *-&A¥T*# 

[0 2 9 6] E^lft~©x-7©E@<£>&a£ 

*^7*HC48^Ttt-T**-*-©J; 

*i^-CHl5t*Lfc, 7VEitfS:ftff$&iEiMS4g 
R6#ASft*l1-5^^^-*-©1l!:ft©Jt«ti5Eft 

«rtea»£ 5 = y 7 \tnt>-r\ ±.m&m\c&^x / 

t 4 7*-£#b*vCl^UfE&4r*T;t5 i£JBr1-3. 
•fftfr*>, H3 7t*i-*0.a7o-©J:5k:45. 03 
7rojn ! a7n-« > ^f-f74~O$ilrS29 0 1T* 
tflSt. KftSnti^i:©*, ^T-y7S 2 902i^ 

[0 2 9 7] [E^fcfc^ffa*.*?*^*-*^ 

©^£,038, 3 9 (D-fti s/70*i < fctf04 0O7 

[0298] *%mmx\t, m 1 omtflfc n*, e® 

&®&±.<07—#<» bit-by-bit =>f—£Kj 

&mm#m<Dmtinmt ltcotv*7 i D(Di SC i 

[0 2 9 9] 03 8*5i;lfl23 9li, ZtVetlfR 1 <D% 
SWfcfcttSHl 6*5 J; #01 7lc»*Si-5HT?*>9. 
vX^-Jf- (Master Key) ©ftfc>"9 £7 x-f 73— 

(Media Key) !^WvO*5j£#S*oT:18«J , * 
fc, v**-*-©1ftftfc*t1E*«*1li:ft## (Genera 
tion JO $rffiVvCV^4V\£a«ft4o-0*5. 03 8*3<k 
O=03 9©illl 016, @17©MtBff^ 

7 I D©»*a*Sr3!t3r»-5*»L*v^»©!iJ|-Cfc5. 
[0 3 0 0] H4 0tt*7*-fT*-fcffl^5#3aM!lK 

8 (HJg^l) ©7n-^-hfC^J51-5 0 WT. 0 
4 OW^a^n-ico^T^teWl tH*5^«r^t 
LX$LW1-Zo 

[0301] 04 0 OS 320 1|C^5^^T. E®B^S 
■ 3 0 0 0ttg#O>*yt**«JUTV><5 T-tMtir 
Eft*SWi*- (Cognizant Key)*3j; V/t t< IJr- 
^^OWEft*^*- (Non-Cognizant Key) 0 3 
6OS2 8 04T-tf^t, -E#Wl^#tTV>5^T-f 
73— K (t) mediaS:0c^Wi- o t^?H 
I D (Stamper ID) fcSfcfctbl - . 

[0302] S3202 ^C*5^^T, E^H4^S«E^ 
j^i* (*T^^7) 30 20IC^iJ1fSiLTOT-<^ 
7 ID (Disc ID) aSfEKEt^tlTV^a^^fcfc 

ID (Disc ID) fctttHL (0 3 8{C1B^) , E^^ix 
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TWilttUf, S3 204T*> 7V?k\Z s tt<iife 
bfrCtbfe&biltt&X-T J X? ID (Disc ID) £ 
£f£U (123 9«a3) 0 tm* 

? ID (Disc ID) tt-£Or-<*?l£Oto$)tUf <fc^ 

5„ ^Tft©^£T't>, S 3 2 0 5 tCifttf 0 
10303] S3205 Tii, S 3 2 0 1 T'Sc^ffl Lfc 
-*T-r7*-i 7* 9 >v> — I D (Stamper ID)£x-f* 
? ID (Disc ID) Srffl^T, r^^St*- (Disc 
Unique Key) Z±!$,tZ><, xi'^^SW^- (Disc Uni 
que Key) LTI±, 

[0304] ftfc S 3 2 0 6 (Cit^ ^ C9-[HlC0ES*r 
i(C@W<D@: 94 Yfr*— (Title Key) fcyy^-i, 

**KE®rf5. PB#[c, {t-9) £E 

mLtckZ (DUB*- K (Recording Mode) £r <f * ? 

[0 3 0 5] TJ*tM^ ¥Z.<T>T-*ft)ihti.9 

7 7 4 frfth*) . I077^/Hl?-f Yfr*— , Record 
ingMode i £ #T*# 5„ 

[0 3 0 6] XT-y/S 3 2 0 77JMS3 2 1 5 ttH 1 
8<DS 1 8 0 18 15 fcRJflK?fc5fciMMI«: 

[0 3 0 7] ftib\ ±1BOKMT?tt, ^TVT*- (Me 
dia Key) i^y^— I D (Stamper ID)i:7V I 
D (Disc ID) A^f-fX^it*- (Disc Unique Ke 
y) Sr4j*U ZtlkfiJ h/U*- (Title Key) £ r 
-*ft?tffE®7J5S;)B*- (Cognizant Key) t> L < fir- 
?#8?#fE&?j5£ffl3r- (Non-Cognizant Key) 
l^Wfe*- (Title Unique Key) Sr^^^L^-fS 
<t 5tLTV>5i5 s T^^^SW^r- (Disc Unique Ke 
y) fc^gtLT^x-f 7*- (Media Key) i^^y/< 
- I D (Stamper ID) trW I D (Disc ID) t 
h/W^r- (TitleKey) r-*]IWfBft*itffl*- 
(Cognizant Key) L< ttx-*#fl?tfEi*5UB*- 
(Non-Cognizant Key) ;4> fig ? -T h/I^^:*— (Titl 
e Unique Key) tTt> X < „ *fc % IvMr- 

(TitleKey) «:JBl,vffc» ^^7*- (Media Key) 
t X * >/<— I D (Stamper ID) i r -T * ? ID (Disc 
ID) T-*fl?#rE&#5£Ji3~ (Cognizant Key) fc 
Kllr-^^WffBS^affl*- (Non-Cognizant Ke 
y)^*^ h/P@^^- (Title Unique Key) ft^OH 

[0 3 0 8] WiWi^l-LT, >7*-f 7*-£ffl^T 
E&StftKr-* £E®t5 £ t #T-f 5„ 
[0 3 0 9] m®&mz<D%.%%}t£* T<(7*-ZQi 
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£Jxfcx-*£S£1-3&g<D^£I|4 lo^oy^ 
Htlll4 2©7a-f-f- h*fflV^TRWi-5. 
[0310] 14 in, gioSttflfc&tt&Ha IK 

^•fSmT-fcO, (Master Key) CO^fr 

•JWf-fJJf- (Media Key) #ftfrjt. -tOfcftE 
®B#ffitt§^ (Generation #) ^€»&^^TV^jS^ 

[0311] 04 2 COS 3401 (C*3V>T, E&??£g 
S3 4 0 OttlEftat^-efcS^^^^ 3 4 2 0 

I D (Stamper IDjfc.fcUt-TV * I D (Disc I 

d) *, *fca#©^*y*»6^-^«wfB»*scffl* 

- (Cognizant Key)*5 <fcUV'fc5VMiT-*#fi?#fE^ 
^Sffl^r— (Non-Cognizant Key) £, 036COS28O 
4 fit* L-R*ttK:ft#LtV<5* x w 7*-fcIlfc*ffl 
•f. 

[0 3 12] &ib\ r©fE»H*Ojf A^ffC, 0 3 6 CO 
&S£fiV, *7V74r-&A^?t4ii»ofc»£fc 
tt. S4*HKrfri>Tfc*T1-*. 

[0 3 13] fclCS 3 4 0 2T\ X?frt>W!ttii+ 
'<%7 ! —9<D2<{Yj\'*c~- (TitleKey) fc-CQx-?^ 
IE®Lfc^COfE®^— K Recording Mode £§c#-ttj1-„ 

[0 3 1 4] Sets 3 4 0 3T\ r©x-*;4S|?£nJjlg 

i?fc5/0>s^SrWKi-5. s 3 4 o 3 (Damnm^m 

4 3 (d^-f. 

[0 3 15] 7Tyy°S 3 5 0 lT-fi^xWT^- (Me 
dia Key) *T#6ilfaS»??a»t:f|J61-«. ^f^7^ 

7"S 3 5 0 260^3^133 3C0S 2 5 0 3 tl^CT'fo 

5@ (r-^^WES** (Cognizant Mode)C0^, 
9*-^*Wffiflttraffl*- (Cognizant Key),x-^^ 
fflSx^WrtR (Non-Cognizant Mode)CO^-g-, f— 
MVtB&jj£J%3~ (Non-Cognizant Key)) 

s 3 4 o 4 icii^, *ii«^©»&fci4, rs^^^r 

tlj irWWUT. ^fy/S 3 4 0 4^5gs 3 4 0 9$: 

[0 3 16] ^Ty7°S 3 40 475SS34 0 9C0i!! ; a 
113 2COS 24 0 475SS 240 9 tmmX'hZtz 

[0 3 17] )fe*i, iHClilT'tt, ^7*^7df- (Me 
dia Key) t ^^y^<— I D (Stamper ID) kr^Xtl 
D (Disc ID) *?mt*~ (Disc Unique Ke 

y) £4$U rtLt^-T h/Udf— (TitleKey) f 
-*mft&ms$.m*- (Cognizant Key) <b L < 147*- 
^**tffEft*iCffl*— (Non-Cognizant Key) A> P> ? 

h/l'H**- (Title Unique Key) %Ztl?tl±i$.-f 5 
i5tLTV^5*» r-r^^S^^E— (Disc Unique Ke 
y) 3r^>Ht LT^T-f 7^f— (Media Key) t^.^y/N° 
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-ID(Stamper IDjix-f** ID (Disc ID) t$ 4 
Yfr*- (Title Key) fc, 7~91ffiB»3rS&*- 
(Cognizant Key) L< f4x-*#fi?ff!E®*:£ffl*- 
(Non-Cognizant Key)*>?>jlg^'f' (Titl 
e UniqueKey) ££$LT<bJ:<, y^ Y>V*- 

(Title Key) Srfflvvfj;:, (Media Key) 

t * 9 yy<- I D (Stamper ID) hf 4 ID (Disc 
ID) t, 7 t -ftm%.mttft*- (Cognizant Key) t> 
U<H^-*IMWlEft#5£ffl*- (Non-Cognizant Ke 
y)frh>94 Y)VW&*— (Title Unique Key) $SroH 10 

[0 3 18] ifEOiplCLT, lEil^Of-^ 
12£ii3 4. t^Efttt^ ©S4«yi# Mi £ its . 

[03i9] [Gft&aic&fts =■ tr-iH»] £t, 

[0 3 2 0] BP*,, a^y^.trEftlKflEfciaflki-ia 
t-pl|g) A>2f9^IHEU ^f-Ugl^yfV 20 

14, ^cfflAtSayryyis, &T\ 2Bfc=iif-$;h, 
[0321] •tr-e, ^ip/inyfy^af-ffl 

l*fcf40 2©E£iS4gg©&3IKovvt, 04 4*5 
4tf0 4 5©7D-ft- h 

[0 3 2 2] £1\ «.»*»6>fl!)9*-f 5?^A^I#©ay^ 
y^Sr, 8Bftj|E#fcEfik^-5»^lc*v^Ttt, 04 4 30 

( A) <D 7 p - 7 + - MCI Lfc * o fcE»»3l#ff fcjt 
5, 14 4 (A) 01 ©IE® 

S4»l 0 O£0Ji T^-^/Wf^-roa 
>fy-7 (f-fv?^^yfyy) i\ fflfLtt, IEEE13 
94^!)7/W<*^£:frLT, AW* I /F 1 2 0 
StiSt. ^rs/7°S4 0 0 llcjo^T, AWAI/F 
12014, -&©r-f v'^^ayxy^^Sff u ^f? 
ys4 0 0 2l:itr. 

[0 3 2 3] *ry:/S4 0 0 2"CI4, AW*I/F1 
2 014, SfSLfrx^^^/wayry^dK 3f-»f| 40 
T-fc5A>fc*5a>£¥iJjrf5. SP*>, AW*I/ 
f l 2 0#Sftbfc3^yyaMfr4MfcS*iTv^t^» 
-a- (0Jx.f4, ±J6©DTCP*ffiffl*TK:, 

fy^is, aw* i /f 1 2 o\m®ztitzm&) t 

So 

[0 3 2 4] iEftS&Slgl 0 0#DTCPfc!p 

&LT^5gfiT'fcSi:U DTCPdScoT&SiSrll 
firt5fc©fc1-£ 0 DTCPT*f4, atT-Srffilfli-Sfc 
ft® 3 f-frJ^HifSi LTCD 2 If y h<DEM I (Encrypt 50 



#12002-84271 
66 

ion Mode Indicator) tf&feZtlX^Zo EM I &0 0 

B (BI4, -t©lKI©ffii$2Ji»-Cfc5'ri:**i-) T'fc 

S»£tt, a yf yyi>^\f-7 ]) -<D (Copy-free 

ly)-C*)5itS:*U EMI ^0 1 BT'fcS^ir: 

14, ^yryyiK **i£t±©=if-«:-*-5 

ft V > t> <D (No-more-copies) XhZZt £^-f „ $ f> K , 

EMI^lOBT'feSf^li, ayfyy*, 

3 f — LTl£V' ,, b<D(Copy-one-generation)"Cfo5 w £ 

£gL, EMI^l 1 B-Cfc5»§-Ctts ^fV7 

# , a If -#*§Jt $ Jxf V > 5 t © (Copy-never) T'fo 5 ^ 

[0 3 2 5] ia®S^gttl00(DAW*I/F120 
UttftSitSft-S-KlEMI^iK f©EMI^ Co 
py-freely-^Copy-one-generationTfcS £ ££{4, 3 y 

v-*sm?bzbn&ztiZo EM I 

d\ No-more-copies J ^ > Copy-never"Crfc5 t #Ji{4, 3> 
[0 3 2 6] ^T5'7 B S 4 0 0 2{^4olr^T, rxyy-y-y 

^3 tr-prjiTf4v^wjESiifc»^ % ^f^s 4 o 

0 3~S4 00 5?r^dry7'LT, B**fflt*Ti- 

[0 3 2 7] t.1t, *Ty7*S 4 0 0 2(e:4oV^T, 3y 

5 4 0 0 3 Kii^-, EIT, ^r^S4 003~S40 
0 5JC*JV>-C, 0 3 (A) ©7fi/7'S3 0 2 > S3 0 

3 , s 3 o 4 \z.tsttzimkR&o>im&fft>inz>. + 

f£t>h. TSJUlfg3 0 0IC45 Yyy^-Y^ 
y MC^1-5ATS#JP, 5 OtCfcttS 

[0 3 2 8] EM 1 14, AW* I /F 1 2 0 K# 

^^3 yy-yy*SE»$iv5»^KHt, 4 i?*/i> 

^yy-yytth^ emi, fc5VM4, Euitmm. 
\^\f-U®$M*m-'fem {Mz-\i. DTCPlc*3(t 

6 embedded CCIfc£) tE^$H-5„ 

[0 3 2 9] ^(D^, -^1114, Copy-One-Generatio 
nS:*-r«*tt. ^«±©3f-SrfF$*V>J:5, No- 
more-copies $ ^TS^ $ tl 5 . 

[0 3 3 0] **WOE»?f^6*-Ctt, r OEM I ^ 
embedded CCIft ¥<D 3 t"-fS!|$Hf ft T S /<^r y h |C 
#lDf5»-eiaft+5. SP*>, HI 0©«2^»W3OJ: 
5 Id, ATS?: 2 4 tTy hft^L3 0 If y K^i, = bT 
-MtNtNl&ttot*. 3 2 If y h SrH 5 |C*1"4 5 l-#T 

[0 3 3 1] ^bOTta/Mroayr^^, 
Eft«(*:l-Eft+5*&R:*iV^Tfi» 04 4 (B) <D7 

D-f-r- McLfc«s 0 fcEftjjia#fTi3ii*. 04 4 
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(B) 7to^«fOayf 
yy (Ttn^yfy';) # % AW*I/F14 0(C 
&&$ftSi, AW*I/F14 0(4, Xfy/S40 
1 lttJl^T, -€-<DT-tn^=iyx>7^f U *r 
3/7*S40 1 2jCit^, SfttfcT^-n^nyr^^ 

10 3 3 2] ' ~T, ^ri/7°S 4 0 1 2©flJ£$!l3l 
14, Wx.tf» AW* I/F140 Tgfs Lfcflrfrfc, v 
* P f v?a y(Macrovision)ft^ CGMS-A(Copy 

Generation Management System-Analog) {f -§-;4^£ft 10 

/wxt/.csip/ift^T-fot), z)xt\ aw*i 

/F 1 4 OTgftLfdf-i-IC^ftS^Ktt, T-f n 

[0 3 3 3] ttz. MZ.t£ y CGMS-Adfli, 7V 
V * Mn^r<D => tr-flUS JB V * P>ft 3 C G M S 

y#a tT-7 y ~©t>© (Copy-freely), lflftTlta f 

— bT&v*t> CO (Copy-one-generation), Sfcliaf— 20 
#&Jfc £ ftT V * 5 i CO (Copy-never) CO o *> CO V ^TftTfc 

[0 3 3 4] iot> CGMS-AftfiS; AW* I / 
F 1 4 OTgjf Lfc{f-5|-J^£ft, ^o, ^©CGMS 

- Mt Copy-freely-^Copy-one-generationSrg L 

2b5i:¥lJ£$ft5 0 CGMS-Aflfii, Copy-n 

ever** LTV >-5m£tCf4, 77n ^ayyyyft, 3 

[0 3 3 5] flx.fi, v^n^gyfift, 30 

CGMS-AftH, Affl*I/F4T»Sfl|tfcflr*fc 

[0 3 3 6] ^7^/54 0 1 2\C^X > T-fn{/^ 

7S4 0 1 3fl£S4 0 1 7%X*y7°LX. E®fe3 
*H7t5. ftoT, r©#£l£|4, 3^7^714, E 

0fcBft$ft*v\ 
[0 3 3 7] *ts/7"S4 0 1 2[C:}oV^, 77 

n ^3 y X > 7 # = fc-pJIg-C 5 1 $ ft 40 
*xs>7°S4 0 1 3lcii^, iilT, *7y7*S40 13 
75SS4 0 1 7l;::fc^T, 03 (B) ©*Ty7S3 2 
2 7iS S 3 2 6 fcfctt t ^©fcyfasfrfrft, £ 

ftlci!?, 3yfyy#fj;^^ mpegaf* 
ft, ts&s, B&^{kfea^*$ftTE&^tESi$ 

ft, Eft*aa«:»71-5. 
[0 3 3 8] ftfc, AW* I/F140 T*£ft Lfc77 
n m%\^ CGMS-AfS-^^SftTV^S^IC, 
77n^=iyxyy*E^m-E®1-5i:§lc:tt < * 
«CGMS-A{f^-t, Eftftflttie&Sft*. BP*>, 50 
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HlOtSUfccclfcK I4*©fi&©fif 9 coa^lc, 
wOfflr#iJEft*ft5. -Jftftfctt, Copy-One 

-Generation£S1-1#$gl4, -?;ft^±©=i tf-SrfrSfc 
V^i?, No-more-copiesld^^ftTE&^ftio fc£ 
L, S'.XT.MCjoV^Tfct ;if4* TCopy-one-generation 
CO 3 fcr-fflfctiWli, No-more-copiesCSft-erfKEft 
No-more-copies t LT$ 5 J ft ¥<OjV~ frftft. 
*e>ftTV^*g"tt, r©R9TI4ftV\ 
[0 3 3 9] [ff&JSIfciStt 5 3 tfHMB fcfc, E 

=n,T>y tLTftmmtii-zmGizts^Ttt, 04 

5 (A) ©7a-^-McL;fc#o*:S£&i^Tfc 
ft5o 04 5 (a) ofUMK-o^xnmiri. £Tft#j 
(C, Xfy^S4101, S4 10 2, S 4 1 0 3 tefc 
V^T, 04 (A) ©*7:/:/S4 0 1, S4 0 2, S4 

EftilE#a»&Sfc*ffl£ftfcl&-£ft3 yfyy#Hfj6l 

#ai 5 0K:*jv^Ta#»a#*$ft» ts*b«*4s 

ft5„ #^a^^tT$ftfcx^v J ^yi'=>>'x>'yi4, /< 
*1 10*^LT, AW*I/F1 2 0t«|&*ft5. 
[0 3 4 0] AW*I/F 1 2 014, ^T7^S4 1 0 
4lcfc^T, ^Kf^ftSyV^/V^xyy 

*-c=tf-i?IB*t>«>**^5d»*W*r5. bp*,, 

09*. tf, AW* 1/F 1 2 0lCtt|&$ft§7 f ^^/W3 

vfyytEMi, fcawi, emi traaitatr-ftj 
$#cfi**-Hf# (= f-ftOflPflMB) ##*ft4^»£ 
ICI4, *(03yryyi4, '&X^t°-*Sfet£h<DXhZ> 

i*IJ££ft.5„ 

[ 0 3 4 1 ] flxtf, AW* I/F120 fcfftfe 

^ftS^'f v J ^/U3yx>'y|CEM I ^©3 f-^tf 
«i^4ft5»^ % SoT, 3>xyy<DE&i$£, D 
TCPOjfifttLfciSoT, EMIf©alf-^f| 
^E^$ftfc#^|ci4, -tOEM I (E^^ftfcEMI 
(Recorded EMI) ) .^©3 ^HHtHRU^ Copy-freely 

Tfc5i*J£$ft5. EMI^©3^-{g|^a 

No-more-copiesTfo5 t#IC{4, 3^x^714, 
T-3 f-pr^/«cb(0T^^i^$ft5„ 
[0 3 4 2] 4*S, -mm%. E^^ftfcEMI^CO 
3 1°— $!)P1f Copy-one-generation-^Copy-never 
Tfe^r t tt<CV\ Copy-one-generation© EM I I4E 
^B#|CNo-more-copieslI^^$ft, ttz. Copy-never© 
EMI*^OT f ^^^;U3>ry-/|j :> Efttt^l^Eft 
$ft*V^t>Tfe5 0 fc^L, *sX?-J*\Z#^Xltbx. 
f4 rCopy-one-generation©3 t°— SO^^Ji, No-more 
-copies{C^^ii:-f |rE&1"5#, No-more-copies t L 

[0 3 4 3] Xfy/S 4 1 0 4{C*JVNT, ^yfvy 
i>K &T-3t-Wit>©Tfc5£«££ftfc^ ^ 
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y-y-fSA 10 5lCjt^ Atti^ I /F 1 2 0 tt. ^(D 

[0 3 4 4] tit, T-T-yZfSA 1 0 4tCj5V>T, 
T>yi\ tf3 if- pTH4 weft v > £ W Jfe $ 

^fy/S4 1 0 6tit^ AtftfjI/Fl 2 0 
14, m*-\i* DTCP©«fc$fcLfc#oT, x-f** 

5o 10 

10 3 4 5] EP*>, Mz-ti, !E&$*xfc 
EM I §©3 tf HHfPtttU<. No-more-copiesT*fc54t 
£ (t>L<(4, '>^-rA{C*3V^fctx.tf TCopy-one-g 
enerationCD=i t°— $!|$lt#$f4. No-more-copies 
■frT 3;4\ No-more-copies £ LT$ 5 J £^5 

I t°-$IJil1f#yJ5Copy-one-generationT*fe5^ 

£■) ici4, ayfyyti, ^ft^w^if-ttSfSixft 

[0 3 4 6] -Ofcfc, Affl^I/Fl 2 0li> DTC 20 

ffV\ ft#i«]ES'fti6«t?*)5»& (££T»Ht. DTC 
.P©«*lc!WLfciS*-C*)$#&) Ktt, 74*9* 

[0 3 4 7] fcfc, EiKltCWISIifcayfi/yS: 
»£LT, 7TP tfnVy-VV £ LXH-UKtiMtZE 
£\Cj$\,^Xtt, 124 5 (B) ©7B-f+-Hafctf 

ofcff4*aa^ifbii5. 045 (b) ©featov>T 

IMH"S. ^r^/S4 l l 175SS4 l l 5ic::}o^ 

T, 04 (B) <DXT<y7S 4 2 1755S 4 2 5K*itt 30 

•fa y=i yfyyii, AHtf> i/fho -csflrsn 

[0 3 4 8] AttWl/Fl 4 014, ^T-y7'S4 1 1 
-^rtBfttOi^J^SrWJgl-S. IP*>, fl*.tf % Eft 

oLifcEftSJlTWiV^fi-fctt, ^ayf/; 40 
14, ^•C=f-prtgftiOT?fc5t^$ii5„ 
[0 3 4 9] ayfyyoERHfC fc£;Lf4*D 
TCP©$&KL/c#oT, EMI^©3lf-ffl|«Hfif« 
*IBft$*lfc»&|Ctt, *0flMt# 4 Copy-freelyT'*? 
5£tlci4, nyfyy^ ^T'^-i^ftkenrfc 
5£*iJ££ii,5„ 

[0 3 5 0] EMI?©3 If HM9P4MUS. N 0-1 " 
ore-copies-C$>5S£\ {>L<i4, v^r-MC&VTfc 
tz.lf rCopy-one-generationCO=» If— fflfflfnWt, No- 
more-copieslC^^-^i x |cE^!t - '5^, No-more-copies 50 
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£LT$9J t^ofr-frfrfrtbhtlX^^X. zntkft 
TX-m&ZhtzEM I m<D=i lfHMW**#C6py-one-g 
enerationT-fe-SJi-S-fClfi, nyfy^ll, f- 
^ftt©T-ftV>fc*lJS$tt5o 
[0 3 5 1] $£>|C, 0iRf4\ AttJ^I/F14 0ICtt 
ft577 d {f =i yr y y K C GM S - Aft 

^yttfctCGMS-Afll##EftSHfc»&ICtt, 
^CGMS - A fa Copy-free lyT'fc 5 £ t Id 

»4, 7tn^=yfyyii ft-catr-prtgfttotffc 

3£W££*t5 0 Sfc, CGMS-Aff^S, Copy-nev 
erT*$>5££fc:i4, TtP^ayfyyil, tTnf- 

[0 3 5 2] ^7 L -y7 P S4 1 1 6l£*5l/vT, ayf^ 
fl\ &T'3fc-^i£T-fc5£¥lJ£$ftfd§£, 
S411 7\cm*. AW^I/F 1 4 014, ^rtttfS 

[0 3 5 3] **rv7S 4 11 6|CjoV^, 

t-e=if-^-eftv>£^$tifc^ * 

T77"S4 1 1 8\zm%-, AttWl/Fl 4 0(4, 77 

-*nftv^j:5ft»-c^-»taAu wQLimmjt 

5. 

[0 3 54] BP*,, flfctf, ±&<DZ. 5fc, Bft'Shfc 

EM 1 1©3 tr-ffl»ffif*#. No-raore-copiesT-fe5^ 
-a" (t>L<{4, i/Xf-Mcm^Xtzbz.ti. TCopy-one-g 
eneration(D=i f— ©JffiItffSl4, No-more-copies t 
*1*fcEfir1*5*, No-more-copies £ LT© ? J £^5 
/w-^^fefjttT^-C, -?:©^frTT«$^fcEM 

I $©3 K 'HHStii #/5^Copy-one-generationTfe5# 

-a-) ii»4;nyry^(4, ; ett»±©3f-f4^$ttft 

[0 3 5 5] ^cDfc«\ Attl^I/F14 0{4, 7tn 
^^fy7^ *tt{C, 0iJ;tf4\ v^nbfv? 3 y{t^- 
^, Copy-neverSr^l-GCMS-Aft-^^W-ADLT, 

mzmxtZo s^^tifccGMs-A 

ff#3i^ Copy-neverT-foS^-aiCtK =Vry7f4, -t 
*l£H±©3lf-ttfflF*il4V\ Xtiitll/F 
4f4, C.GMS-Aft-i-SrCopy-neverlC^HLT, 77 

[0 3 5 6] m±©«t5t, 3yry^O=it-|iJ^iSr 

ff*3n5rtSrBS±i-5w£^pItg£ft5 0 
[03 5 7] [r-^&S#S©ffi^] ft^, ±5E tfc 
-a©*!Lai4, ^-K!73:7{C«t0ff5r£f4^ V 
7 h!7x7CJ;l3fT5w£t>-Ct5. fiPt>, Pf 
1 5 0 l4Bf^/«#L S I £ LT«rirt"5 
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a#S3 o o t>«!asry7 h^xTtiotHfift-ar. 
fc*«m^Jb5. -Jtoayisry^ H^xTKioTff 

-^K^y* h-A'SftS. g|4 6tt, JbjtL-fcHI 

[0 3 5 8] 7n^7A|i % ayfa-^^Uivt ] 
I^3f2@j£ft£ LTW^-K-7M.x?4 2 0 5-^ROM 
4 20 3t^*IE«LTfc*< itiS-Cf 5. fcSWi, 
7D^7ili7Py f- (Sftfflg) 7M*7, CD- 
ROM (Compact Disc Read Only Memory), MO (Magnet 

0 optical) T DVD (Digital Versatile Dis 
ch 0^7^ *!)£ if<D >) A-ATVUfE 

mm4 2 101c ~-W)hs^tt7k.wFj£.mti m 

^!i{£4 2 1 Ote, V>fr#.5ys 0 :y'''--v : y7 r-^Tt 

[0 3 5 9] 7n^A|i, ±J6tfcJ; Jfty A 

-'<7>sE®j&ft4 2 1 Oi^ayfa-^ll/fy^ h 

Lfc 9 , LAN (Local AreaNetwork) , -4 y h 

<57a^7A?r, affg|54 2 0 8T'gff U rtJUi-fi 
/n- 4 2 0 51^^^ h-/Wl-5-t^r*^ 

5. 3( 
[03 6 0] ^yfa-^lt CPU(Central Process 
ing Unit)4 2 0 2§rrt®LTV>5o CPU4 2 0 2C 
12, /<X 4 2 0 1 Zft LT, AI±l7M 7 x-J* 4 2 

1 l*SfUt$ilT*J9, CPU4 2 0 213, AW73-Y> 
^7x^4 2 10^LT, a.— tflCfcoT, 

- K^v7*^T'«$£ft5A7jSlU 2 0 7/J-$ft£ft 

ROM (Read Only Memory) 4 2 0 3 Kte$cF*VO'>57' 

[0 3 6 1] *>5VM4» CPU 4 2 0 214, /v- Y?4 40 
7?4 2 0 5IC&$£;ft/O^7°n:/7A, ^S^L< 
14* y h 7-?frbfo££tl. ffifMU 2 0 8T'gff $ 
tlT^-KxW^^4 2 0 5\Z.y(V* h-fr&fltz7v 
^7A, tfc«K7'l'7*4 2 0 9H^$ilfciyixw< 

TVHEftJIfM 2 1 0A»£>K*tf]$JlT' v - V?4*9 
4 20 h-/W$^c7°n/7A^ R AM(R 

andom Access Memory) 4 2 0 4 (CP — KLTHfT"t"2> 0 
[0 3 6 2] CPU4 2 0 2I4, ±ifcLfc 

7n-fir-H:Lti5ofc*i, fc3v>tt±ifil,fc7* 
ny*B©*j£U:J:9fTfc*i58yi*fT5 e -tLT, C 50 
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PU4 2 0 2I4. %<r>mm&*. hawser, ^ji 

If, AHjTJf ^7 7: 3 i-*4 2 1 l£5>LT, L CD (L 
iquid Crystal Display)^* t -*^T^$tl5tti7J 

gE4 2 o 6a»e>Htfj, *>5W4, a^a$4 2 0 8^e>ji 

ft, SkKtt, />- Kx-<^7 4 2 0 5\zm&£-£Z> 0 
[0 3 6 3] C^T\ #H»«K:i8^T. 3>f a ^ 

S^x-7 7li, ^TLt>7D-^^-St LTE«$n 

MciSfeS) <>£trfc©T*>5. 
[0 3 6 4] 7*D/7Afl, lOnyfa-^t 

[0 3 6 5] 4*3, *Hlfi©»liT?|4 % =iyry7©lt 
LS njflMW-Sflfc+fcJ: LTRWtfc*, ^yf> 
1^021^1" CPU 1 7 0^HfT-f51O©y7h7x 
fc, TS^a#g:3 0 0(D*aatCPUl 7 0^H^t1- 

[0 3 6 6] [EMK*0ttffi£ft&J:tf*&] *t. 

[0 3 6 7] H4 7l^tt x Eg^flJiSriSigtSt*^. 
IHS^I^UTx-f^^ ID (Disk ID) . 
7*o : EKB (Enabling Key Block) tJit)*, 

JO 3 6 8] r©H4 7t*1-^^^«J6§g»j % H 

<Wt#t#UT, 7^^ID (Disk ID) ,*SMk*- 
7o;/^ : EKB (Enabling Key Block) JJit/, S£# 

(SCt^^-^-OT"!/ (pre-recording) Eftitft 
(Generation^) t>f : *TE^t'5o 

[0 3 6 9] r^x^|Siti|fi4 3 0 0l4, I 
D (Disk ID) ,^Mk*-7uyt : EKB (Enabling 

Key Block) fcj;^ «-§-{tS4ifcv^^-4f— Sfcti 

*j)4302tt< tt^©ffi<Distt#a t , mm#4 

3 5 0K#i-5«*»# *ff5S®jifrI/F4 30 3 
ffi-O^tti©I/Ft45Affl7jI/F4304 
J c-^?)^J^)1-5$IJ^1S154 3 0 1 , iJlfcfcffittl- 

5^4 3 0 5Sr*jtTV^. 



(38) 

73 

[03 70] tttS % El 4 7 (Dffi&X'lt, / * V 4 3 0 2 
ft HflEAIEtt I /F 4 3 0 4 tt, ^igiggfflCftjg 
$lx-CV^5«S:*»f-CV^S^, 4 3 0 2*5j:tfE 

WI/F4 3 0 3l4fttttt©t>©X-fcoTt><fcV\ > 

[03 7 1] ±fS©r -i X? ID (Disk ID) , ff&fc* 
—■fxxyp : E KB (Enabling KeyBlock) *Jitf, Bf 

**w*-lDtP©fHSHj|«. •*7>9-*t~-a)-f\' 
(pre— recording) f&iittfttilfSi (Generationfti) 14, 

fci*tfBB«t4vWJ-T*l»n. H^fT-fey^-^ 10 

[0 3 7 2] ±|E^^ey 4 3 0 2 ICfcJfiSih/O^?^ 
ID (Disk ID) .tMWay^ : EKB (En 
abling Key Block) , X?y/<- I D9©&$flNR:|3j: 

A 7*-tt, flj®)$4 3 0 1 ©i&J$)©T> I / 

F 4 3 0 3 SrtfLTEttKftlCEftSftS. 4**. 
fcJSXTv^-^-oyu (pre-recording) !E®t& 
ftti?& (Generation^) fdOV^T t>Eirt"3o 20 

[0 3 7 3] **W<-ID^©#&ftfRtt, flt 

$© [8*flMR©#tii**jJ;tJ{|?4]'«|TfRWLfc« 
jfctfH 25, 12 7^©«j££ftog$ft«£j£*0 ! 3? 

I D#©$&ti$l;iO^T©T-*£&#& 

[0 3 74] f-fX^ID (Disk ID) , 

-^P»^ : EKB (Enabling KeyBlock) *S±;U\ Bf 

-?*?—*-(DZfV (pre-recording) lE&ttftlf 
n (Generation^) 14, ■ ±J£ Lfc J: 5 1 ^ * V 4 3 0 2 

<> fctx.«AW*I/F4 3 0 4^LTillltT-fe>' 

[0 3 7 5] H4 8£»> xmoftfmmmmi: 

tf^^ ID (Disk ID) ,«^-7"n^ : EK 
B (Enabling Key Block) *5«fcU\ Bf ftfc -7** 

©7V (pre-recording) (Generation^ 

n) &&®tz&®mmmm\z#i-tmmT.u<offi 
[0376] ia 4 8 ic*5^T, t&®m#mmiimx'tt. 

*"f » *xy7°S 4 4 0 1 ©ISiglgi LT, H*L4 
V^©fi4iat i I? DVD, CD«#a£ftjKE#tf 

[0 3 7 7] fcK, *7 l y7*S4 4O20«3SlgJ:L 

«tfrfc#L-C\ r-f^^ id (Disk ID) ,®%HintL 50 
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t©^?y/<- I D (Stamper ID), 7*n y 

9 : EKB (Enabling Key Block) *5 4.U\ lf#fl;$il 
fcv**-*-*fcttl**<k$;h,fc>f^f7*-©eft 

U (pre— recording) f5^W"t1f Wl (GenerationSn) £• 

[0 3 7 8] £(±©7^**gii&37n-fc;Mc«kiJ N 
ESUffrtt. r^^ID (Disk ID) ,W2»flS*-:/n 
: EKB (Enabling Key Block) fcitf, |ff£fc$ 
tlfc^X?-*-£fcJ4f£4Hfc£ftfc^x^ 7*-, 

iltfMHIMRfc LT©** >v<- 1 DfcB»Lfc«IB-e 

^r-©/!/ (pre-recording) fEiitftftttS (Generati 
on#n) fcEftLfcfc, »3Sl»a»f>Wflf$*l5. 
[0 3 7 9] LT»tS©f4**y 

id, 3 yfvy SC*4o tSSt 5 3 
7 I D v feSV>i£H«giao^-«, ^^sUSUx- 

»LTtJ:v\ etM?43SlIfc*s^-Cfi, £*,£>©«* 

So 

[0 3 8 0] [EKB©7*— h] B4 9K^TSMb 
3~ -jxiyV (EKB : Enabling Key Block) ©7*— 
?y hWfcjjrf. <*-5?h 5 0 1 f4, ^Mt*--f 
vy? (EKB : Enabling KeyBlock) ©/<— i/a V* 
Tji-fmfrXhZ. f^4 5 0 2it Gmtz—zfv 
y{7 (EKB : Enabling Key Block) <D®M9t<DT ■><■< 

4 50 3ft ~%fyWt—-fn y? (EKB: Enabling K 
ey Block) 'P©7 f -*8i!©tfcg&jj*1-#>l' >9X'h <0 , 

5 0 5ttg£©&fi£^1-#-ry*-Cfc5. x-^4 
5 0 614, 0iJ^tfM|ffi-5/- K*-SrBt^LfcT- 

[0 3 8 1] ^^4 5 0 7f4, x-^ai^tt^ Jxfc 

^^•efes,, rw^^^/w-^^iasosrffl^Tift 

M-fS. @5 0Ti4, r-^t LT5felC|2l 2 (A) T* 
RWLfc*»{k*-^oy^ (EKB) fcatfti-aH* 
*t■rv^5o ^©^©r-^tt, H5 0©*©*fc*f 
i 5 fcfts. r©t t©nt^k*-l^*ti5 h s>7V 
-K©7 Kl^^?r by 7°/- K7 K^^ if 5. r©m 
^f4, /P-h^-OHff^-K (t) R^*itTV^5 
©T*, hyT'y-KTK^^ttKRt/iSo 
[0 3 82] Bf -§-{l:3~©t±I8:©T-* E n c (K 
(t) 0, K (t) R) 14, H5 0©£©PSgyy-fc 
*tfe»Cfe5. r^T*. ft©r-^(4, Enc (K 

(t) oo, k (t) o) x-fet), yy-hx\m<n>T 
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0. 4v*»£ttl#R£$iia. 99\t {£ (L) 9 
?, £ (R) 9 9) i: L-CK£$*tS 0 ft±S©r-* 
Enc (K (t) 0, K (t) R) <DtE\a*T-9fth 
2><DX\ L99=0, %K\*y : -9iV£W?, R9 9 
= li45. UT, 1r'<X<D7 ! -9\z99&Wtfe£tl > 
05 0 (c) IC/TrfT-m fcJ:tf*^Wflf$$tt 

[0 3 8 3] y KfeS©)i#t LT, H-ft 

©*S7Jfi£ft|;:feg-f 5*§igft (breadth first) 

nziifa&Mz>imtz>mz&% (depth first) io 

[0 3 8 4] 14 9tdMoT. EKB7i-7y|-to 
V^TS&fcRWI-S. S£ (Signature) li x t${fc* 
-"fvyt (EKB) £3g*TLfc0J;ttf®f3-fe^ x 

S4««ft*-^ny^ (EKB) «fT#*»fTLfcW 
&{fc*-7n y * (EKB) T-fc5rt«r5tE-f5. 
[0 3 8 5] 0Lb\ «f^©mfi«S:#]aLftiSC). 

I Di LfcWSrRMLfc*, x*v*<~- I DteR61\ 
7M*?&fc&4oTiS££ft5r-f;*:M D, 3>7 

[0 3 8 6] 

4fH&flM8®flr*«rfclAU rocftUfctatt-*** 
#feOtt*» 5 3Srtfe«r jtff RTttJijEa^-f xtfe'V^C 

[0 3 8 7] *fc, *»WO«J*K:*i^Ttt, #&©SS 
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[0 3 8 8] Sfc, *38'«o«i*tJ:iitf % yy- 
7*-<DH$rf-fit:Gto{k*--7ay9 (EKB) t 
tx #*4tt**.t>¥ife-C©*|llE*JR9i?r«4SHIffflf« 

r©4*»4»*jsi <o jjm&$m*imx\ t^y y -mm 

^ry; ©fOTri^ 1 4 5. 
[HSeffiilt&KH] 

[0 1 ] ;MBH©ttttieft?¥££jE0titj&0!| 1 ) 

[02] *mw<Dwmmn$ims.<Dffij&m (^©2) 

[0 3] *38W©««E»?f4§gt0x-*IBft^7 
[04] *»W©flmmH£*l0T-*?f£&a7 
[05] *«MO«f«ES?f4S«K*iV^-c«HlS^6 

[06] *%w<Dm&m&.m\zmz vyvxx 

- h • * h y -a (t s) «?&©is$£*-r7p s> 

*0-Cfc5. 

[0 7] *»WOflmiBftff4i611K*iV^T«ia$ix5 
F7^*-h • ^hy-A©mSrRM1-50-C& 

[08] *»W©f»ttBBftS£gHfc:|3l7-5 F 7 >^ 

- h • ^ h y-A (T S) Wm^WLVfttfLtt-tzfu y 

- k • ^ h y -a (t s) ^a#g©«^^^i-yo y 
*0-efe5o 

[010] *H^©ifSI2®S4^1lc4oVNT*aa^tv 
[011] **Wofl!faEftff4|gfitJH-5-r^^- 
[012] *l5BJ©^SI2^»4gl{c»1-5-v^^- 

7*- ^©doBfttfifcfflsiis^rafk* 

-7"o»y? (EKB) ©WSr*+H-e*>5. 
[013] **WO«*EftS4Htttfe»t5^^^- 
d r-©^{t:=Jr-yos'^ (EKB) trffiffl LfcE*« 
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t 'G&rimm £^1-0 1* h z> . 
*-<Dmit*—7v>? (ekb) *®.mhtz'm®i 

a7n-£?jcf07fc5 o 

[his] *mw<D$i&mmft'k$iMiz}irtz='> : r> 

[016] *|§B^^1f^ffi^»4gllC*3VNT, 

1) T'&5 0 10 

[0i7] *%w<D%ms&®ft±mmzx^x, t-9 

2) T'fcSo 

[018] *m<Dtii®t&®n£.mm£#^x. t-? 

[019] *HW<DlfffiE^S4^»rioltSr^^^ 

[02 0] ^BJ^^E^ff^fil^V^a^tl 
5£i£l 3 9 4^5- MC*Slt5EMItettttfi (5C 
DTCP&&) 4r*1-0T*fe5„ 20 

[02 1] ^MrofllilE^ff^ltlctJltSa^ry 
7lE&&7-*ftf*f!B&;fr5i; (Cognizant Mode) (C J; o 
TUff*"***, f-^#S#fES*S (Non-Cognizant 
Mode) X'mTfZfrZfcfei-ZyvtX&WlWi-Z 7 n 
-0T*fc5„ 

[022] *%w<Dtiinm®ft£.mw\z.ts^x. 7-* 
mmtif<D?4 v^m^-<D^imm^-rmxh 

[02 3] *H1^0itaE^S4glfc4ott57a y * 

• *-o4jfcJrte*«Mi-5Bi-e*)5. 30 
[02 4] *«W©ffif*8EftH4S61tfe»t5*^ h/u 

[025] *3gi«offi[«fift?54SllR:*3»t5^^ w< 

KtmxhZo 

[0261 025 IC^t* * I <DW%fn #© 

[02 7] *38W©ffif«Bft?f4lllttKi*ilt5^*^< 
- 1 D«0^1ffttQEft*$flfr?^HT&&. 40 
[0 2 8 ] 0 2 7 I D^<D$£if $© 

$)<5 0 

[02 9] *ISWO^E@»^g^*5»t5r-^«? 
0-Cfc5. 

[03 0] *»W©«f«E»S43lllfc*s»t59 f -^* 
•T0T-fc5„ 

[03 1] *«M©«[«Bftff4|fi1BK:*v^T, 7-* 50 
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7^0T*fc?>o 

[0 3 2] **WOffl[aEfikff^fllKifeV^T. 

[0 3 3] *!IBJ(7)tfSia®»^gg^ioVNT, 7-* 

[03 4] #3&E©1f#f5®ff£ggK:*5l^T, 7-* 
S4B#©^-T ^@W*-©£$*Q ! a7P-£*1-0'T? 

[03 5] **W©«aiH«S4!6«K:fc*lt5>7 f >f7- 

*-»^ra{k*-^ny^ (ekb) zwaLtzmsm 

[03 6] *HB^Wff^EitS^S(C4ott5>X^T 
*-®«Wp^ (EKB) Lfc£#*Q. 
£7n— **1-BT?*><5. 

[03 7] *3IW©ffl«IE&S4g«lCtJ»t5^x-fT 

Lfc3 vy-vy%mm.y u-^-rmx-h 

[03 8] **MOfl!f«EftS4SlHcfeV^T, *7-f 

7*- Lfcx-^se&a^ois-f-fk^a^RM 

[03 9] *5SM©fflr*REfikS4HllK:*sv^T, *74 
7*- Lfc7-*E&&aB#©Bf4§-{fc&a£ffc9J 
1-S7*ny*B (^©2) -efcs. 

[04 0] #*8©flWEftlf4S6ltK:*3^-C, ^r^f 
7*-^ftfflLfc7 f -^E«i«! ! aSrfftW-r5 7ci-^ + 

[04 1] «38iI«)flHICAff£StCK:43^T, ^7^ 
Lfc7-*ff£&ai$©ii&#{fc*n ! a£!fc9J 

[04 2] *»floflWDHffl!iltJi^t, ^r^f 
7*-Srl6ffltfc9 f -^|f4*a.aSrttW-f57n-f-'-v 

[04 3] *J8WOfflf«E»?f4SSillci3^T. *7V 
7*-£&ffl Ufcx-^H4feaic*Jft5S4^rtltt^J 

[04 4] *»H0flraB*S££lIW8lt5f f -*ie 

ft&Dg® = -ftupteatftw-f 5 7 o h -c 

fc<5 0 

[04 5] *«Mo««EftS48IHc*s»t5^-^!? 
4fea^© 3 hr-lH|p«iaS:RiH1-5 7B-ft-hT 

[04 6] **WOfflf«|B«kSfiKilfci3V^T, 7-* 

&a*y7 ht^TK^xmntsmotm^m 

[04 7] *38WOfflf«Kft|f4igfl|ctiVNTffiffl$*t 
*fimefl&#fr»&1-*»£gM®tt£fr^ 7*0 
*0-?fc3„ 

[048] *m®<D®m%.jm£.mfc&^xmzh 
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9 7 6 








10 4 1 


PLL0SS 






10 4 2 


94 >?i?3L%.U—# 


ZtMt*-7v.y? (EKB) ©7* — r-yl^J^ 




10 4 3 








10 4 5 




[15 0] *H^(Dit^|H^S4^1lCioV^ffiffl$^ 
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